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About this manual

This Technical Reference manual applies to the complete range of IRIS-4 models, see chapter 2 “About IRIS-4
product range”.

1.1

Target group

This document is intended as a technical reference for engineers and for anybody that needs technical
information about the IRIS-4 range of terminals.

1.2

Scope

This document has all the technical information about the IRIS-4 range of terminals running software version
4.28.0. Many of the features described are also available in earlier software versions. More information
about connecting to proprietary alarm panels is in the separate documents.

The manual has these chapters:

1 | About this manual Describes the range and scope of the manual.
2 | About the IRIS-4 product range Presents the terminals in the IRIS-4 range.
3 | Circuit board layouts Presents the Printed Circuit Boards (PCB) for each terminal.
4 | Basic Setup Explains how to install the terminals.
5 | Configuring the terminal Explains how to configure the terminals for their purpose.
6 | Settings Explains how to configure all the settings.
7 | Installation for EN54-21:2006 Installation instructions for complying with this standard.
Compliance
8 | Installation for VdS 2463 Installation instructions for complying with this standard.
Compliance
9 | Trouble reporting and test Explains how the terminal reports problems and how to test an
installation.
10 | Maintenance Explains maintenance procedures.
11 | Technical Specifications Lists all the technical specifications for the products.
12 | Conformance Lists the standards to which the products conform.
A1l | Setting up the IRIS Toolbox Explains how to install the IRIS Toolbox.
A2 | Abbreviations used Lists and explains all abbreviations used in the document.
A3 | T-NG-ENC2 enclosure. Description and installation instructions for the enclosure for the
IRIS-4 4xx and 6xx terminals.
A4 | Panel Specific Protocol Handling | Explains how settings for specific alarm panel types can be used to
(Emulation Mode) enable alarms to be sent based on serial messages from the panel.
A5 | Default alarm messages Some input and fault related alarms are generated directly by the
generated by the terminal terminal and sent to the ARC. This section lists the default
settings.

page 8
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2 About the IRIS-4 product range

Below are the IRIS-4 models and their functions:

[C)
<
S E o ) o~
AN P R 2 S - O o = o
2 ¢ 5 § 2 ., £ E 2 32 8 :
S g 3= = £ s ©& ©® = ° D =
3 £ © = S I I - B = E
— o O o a o o o % 5 o T
DS2220/ v v 2 2 1 v
IRIS-4 50
IRIS-4 160 v 4 3
IRIS-4 200 v 4 3
IRIS-4 220 v 4 3
IRIS-4 240 v 4 3
IRIS-4 240AP v 4 3
IRIS-4 400 v 41 4 v 22 ENC
2
LNVl v v | v 48| 4 | v | v | 22 ENC
- 2
IRIS-4 420 v 2 v 41 4 v v 22 ENC
2
IRIS-4 420G3 v 2 v 41 4 v v 22 ENC
2
IRIS-4 440 v 2 | v | v 40| 4 | v | v | 22 ENC
2
IRIS-4 440G?3 v 2 v v 4! 4 v v 2?2 ENC
2
IRIS-4 620 v 6 4 v v 2 ENC
2
IRIS-4 620D 2 6 4 v v 2 ENC
2
IRIS-4 640 v v 6 4 v v 2 ENC
2
IRIS-4 640D 2 v 6 4 v v 2 ENC
2

Notes:

1) The number of pin inputs on the 4xx can be extended by 12 using an Extension (EXT) board,
providing a total of 16 pin inputs.

2) The two basic serial RS232 ports on the 4xx can be converted to a single full port if required.

3) The 4xxG are virtually identical to the 4xx, except that:

e Ethernet and Cellular will not work/power up, without external power being supplied.
They are disabled when only powered by USB and show a fault message on the
touchscreen accordingly. USB is for programming only.

e  Serial port R5232(2) no longer supports 1200 baud.

e Thereis an AP button, like the 6xx series, so you can default the terminal on power up.

4) The 240AP has only 3 & 4G with frequencies required for Asia Pacific.
5) The DS2220/IRIS-4 50 is also fitted with an eSIM. Please contact AddSecure if you wish to use
this instead of a plastic SIM card.

A metal enclosure (T-NG-ENC2) is available for the IRIS-4 4xx and IRIS-4 6xx terminals.

IRIS-4 Technical Reference Manual 6/2/2026 page 9



TRIS-4

by ADDSECURE

3  Circuit board layouts

i

3.1 DS2220/IRIS-4 50

SW USB ;
SYS 3 L —cy
o1 @
CEL A OUTA
®>—

@ XXX-XXXX ]]m] 0
PNL
|‘

= Signal strength/default button @
= USB micro connector

= Cable harness loom, with colour coded identification

Cellular antenna connection

Terminal Activation Code (TAC)

= Plastic SIM card (optional)

= Panel interface status indicator (red)

(8) = Cellular status indicator (yellow)

(9) = Terminal status LED indicator (green)

®
©)
®
@:
®=
®
@
®

3.1.1 Sys LED Indications

LED Light Indication

color
@ Flashing Fault.

(<] Constant Communicating, no current faults.

o Off Cellular not registered.

©) Flickers on | Cellular registered but no data connection.

o Flashing Cellular connected but not polling to ARC.

o Constant Successfully polling over cellular to ARC (flickers on every
poll).

@ Flashing Panel interface fault, either Dial Capture, tamper, pin
input tamper or no serial activity. Note each of these fault
notifications are disabled by default

[ ] Constant Panel interface —no faults.

All Will flash together for a short period when the terminal
® has been defaulted. Will blink together for a short period
o if the terminal is installing new software which it has
® received.
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3.2 IRIS-4 160

f
|

OO OO0 © O O

Release clip

Sense screw terminal

DC power screw terminals
Micro USB connector

= Serial (TTL) connector

= Ethernet connector
Battery case

SIM card holder
Cellular antenna

= RS485 screw terminals @
=RS232 screw terminals @
= Relay outputs screw terminals
= Dial capture port screw terminals (15

@
@
©)
@
®

BLEN@

= Pin input screw terminals = Sys LED
@= Bluetooth button

3.2.1 Sys LED indications

LED Light Indication

color

S | Flashing Default state not currently configured.

= | Constant Successfully connected, but still outstanding faults. See
section 9.1, “Trouble report”.

@ | Flashing Bluetooth mode, but no active connection.

mmsm | Constant Bluetooth mode with an active connection.

@ | Constant Communicating, no current faults (flickers on every poll).
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3.3 IRIS-4 2xx

= Touchscreen

EEEE0LEHPERLED

Il
o]
<
w1
—
3]
w)

3.3.1 Sys LED indications

Serial (TTL) (not supported)
Case tamper switch

Dial capture port screw terminals
RS485 screw terminals

Pin input screw terminals
SIM card holder

Cellular antenna socket
Ethernet connector

DC power screw terminals
Relay outputs screw terminals
RS232 screw terminals

Micro USB connectors

@
Cﬁ_—'ﬁ

<
© 0]
®
@ qr—
o— g |0 = 2
® _% ® of

S [%]

e -© Jo Ll ®
Tl et =0k

SlS S ®
® =
o W
® e (@)

|

e Yellow
flashing

. Yellow
constant

page 12

Not configured or indicating there are current faults
outstanding. See section 9.1, “Trouble report”.

Communicating and no current faults (flickers on every poll).
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3.4 |RIS-4 4xx

14)(13
@= 2 x RS232 screw terminals @ ? O O
T

@= CAN bus (not supported)
@= RS485 screw terminals
@: Dial capture port, RJ45 &
screw terminals
@: External tamper screw terminals

3I®I.®®I®®|®®(D.®®®I® i
=]

= DC power screw terminals

Touchscreen C) o)
SIM card holder s

Expansion board connector

Cellular antenna socket

®D—
Ethernet 1 connector
Ethernet 2 connector @_'
(&O—
(O—

Il
1

Il
9]

ys LED
Serial (TTL) connector
Micro USB connector

Relay outputs screw terminals

= Pin input screw terminals
= 10-way headers for full RS232
connection
® ®

BSEEEHEECOEO.)

3.4.1 Sys LED indications

e VYellow Not currently configured or indicating there are current
flashing faults outstanding. See section 9.1, “Trouble report”.
. Yellow

constant Communicating and no current faults (flickers on every poll).

3.4.2 Expansion boards
An expansion board can be added to the 4xx main board. There are 3 variants:

e  EXT1: provides additional 12 pin inputs.

e  EXT2: provides additional 12 pin inputs and a standard PSTN analog line interface (PSTN) as an outbound
transmission path for alarms.

e  EXT3: provides an additional 12 pin inputs and 3 mechanical relays (EXT3 not supported on 4xxG boards)

See section 4.2.1 “Installing the Extension boards on the 4xx” for installation instructions.
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3.5 IRIS-4 6xx @@ @ Cf

@: Cellular antenna socket O

@: Serial (TTL) connector

@: RS485 connector and screw ®—%}j (@D

terminals b
@: DC power screw terminals
=2 x RS232 screw terminals

= Ethernet 1 connector @
= Pin input screw terminals @
= Relays screw terminals @
@: SIM card holder ITHE‘ 00000000
w A I |
()~ Micro USB connector Obkoosikasdse
@= Ethernet 2 connector

YR

I ) 1
RESZENZNZ O

=9
S ¢

BEEVED
>

2ok o]

©E

O

3.5.1 LED indications

SYS On Terminal is operational and all systems ok.

Flashing Not currently configured or indicating there are
current faults outstanding. See section 9.1,
“Trouble report”.

SIM On Terminal can see the SIM card (IRIS-4 640D).
Off Terminal cannot see the SIM card (IRIS-4 640D).
GSM On GSM connected / registered (IRIS-4 640D).
Off GSM Not connected / registered (IRIS-4 640D).
GPRS/3G  On Terminal has network connection (IRIS-4 640D).
Off Terminal has no network connection (IRIS-4
640D).
Ethernet  On ETH connected / synchronized.
Off ETH disconnected / not synchronized.
Serial Flashing Not communicating with panel.
0.2s on/ off
Flashing Terminal not configured.
1.5s on/off
Flashing Normal communication.
0.1s on/0.9s off
Poll On (flickers per Successfully polling with ARC.
poll)
Off Not polling with ARC.
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4  Basic setup

4.1 Before you begin

4.1.1 ARC

Make sure that the Alarm Receiving Center (ARC) to which the terminal will send alarm signals has the
appropriate IRIS Secure Apps (ISA) receiving system. The following information should be obtained from the
ARC.

Terminal account no:

ARC IP address:

4.1.2 Ethernet connection details

If the installation uses Ethernet, the customer’s Ethernet network (LAN) must be connected to the terminal.
Obtain the following information from the customer.

Will the terminal be required to use either:
Fixed IP address [ or Dynamic Host Configuration Protocol (DHCP) []

Note: If using Fixed IP Address, then the following additional information will be required.

IP address:

Gateway address:

Subnet mask:

4.1.3 Cellular SIM card and Access Point Name

If the installation uses cellular then a SIM card will be required. The terminal will also need to be given a
cellular Access point name (APN) and other possible configurations. Obtain the information from your SIM
card provider.

APN:

Username (USR):

Password (PWD):

SIM pin code:
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4.2 Recommended installation sequence
We recommend that you follow this installation sequence:

e  Add Extension board (if required)
. Mount the terminal

. Position the antenna

. Connect cables to the terminal

o Power up

o Use Touchscreen menus

Note: that the term “touchscreen” as used in this document refers to both the physical touchscreen on a
terminal PCB and the virtual touchscreen provided in the IRIS Toolbox.

4.2.1 Installing the Extension boards on the 4xx
Expansion boards plug directly into the terminal with no additional wiring.

Use the following procedure to install your expansion board:

1 Power down the terminal.
2 Remove the PCB from its casing.
2-screw
terminal
0 O gk - q. A/block

B3
S
.
S
e
)
\ar
)
o
(13

£

Press firmly
Align the expansion board over the expansion socket and mounting holes.

4 Slowly, but firmly, push down the module onto the PCB until the expansion pin header is fully inserted
into the EXP header.

5 Turn over the PCB and secure the two expansion pillars with the
screws and washers supplied.

6 Now turn the PCB over again and mount it back into the casing.
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4.2.1.1 Expansion boards
An expansion board can be fitted to the main terminal to provide additional functionality.

4.2.1.1.1 Pin Inputs
The EXT1 expansion board provides 12 additional pin inputs

4.2.1.1.2 PSTN and input pins
The EXT2 expansion board provides 12 additional pin inputs and a PSTN Dial-out
for a PSTN connection via the 2-screw terminal block (see Figure 4).

Connect the PSTN line to the PSTN screw terminals, which are not polarity
sensitive.

4.2.1.1.3 Relays and input pins

The EXT3 expansion board provides 12 additional pin inputs and 3 mechanical relay outputs. This board is
not supported on the 4xxG.

4.2.2 Mount the terminal

4.2.2.1 Mounting the 50 (DS2220/IRIS-4 50)

The terminal is intended to be mounted within the existing tamper protected alarm panel enclosure which
means that the interfaces between the terminal and the alarm panel do not need to be separately protected
against tamper:

1 Identify a location within the enclosure from which the interface cables provided with the
terminal will reach their required destination on the panel. The position of the cellular antenna
must also be taken into account, and this is best located externally to the enclosure.

2 Fix the terminal into the position chosen using either the Velcro pads, adhesive mounting pad,
cable tie provided, or some combination of these.

4.2.2.2 Mounting the 160
Choose a suitable location, considering the routing of both power and terminal interface cables. Follow this

procedure:

Remove the cover by removing the two screws accessible through the cover.
Once released, lift the lid slightly and push until lid comes off.

Remove the terminal PCB (retained by two clips to left and right off the board).

Position the housing on the wall and drill three holes.

g b W N

Feed the cables through the opening at the base of the plate, or via the ‘knock-outs’, and secure
the plate to the wall with the three screws supplied.

6 Slide the PCB back into the top retainers and within the side pillar and then gently secure the
terminal back in place using the release clips.

Continue with installation and configuration of the terminal.

8 When finished, re-attach the cover with the two screws. This also affixes the PCB in place.
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4.2.2.3 Mounting the 2xx

Choose a suitable location, considering the routing of cables for both power and the panel terminal
interface. Remove the two case fixing screws under the slide cover and open the unit. Now release the two
clips on the base holding the PCB in place.

Position the housing on the wall and drill three holes. Feed the cables through the opening at the base of the
plate, or via the 'knock-outs’, and secure the plate to the wall with the three screws supplied.

Continue with installation and configuration of the terminal.
When finished, re-attach the cover with the two screws and re-position the slide cover.

4.2.2.4 Mounting the 4xx & 6xx

Choose a suitable location, considering the routing of both power and terminal interface cables, within the
alarm panel or in a separate enclosure. Secure the terminal within the enclosure using the fitted standoffs or
the alternative self-adhesive feet.

Note: For EN50131-10 compliance, you must use the supplied standoff and not the self-adhesive feet.

4.2.3 Position the antenna

Place the antenna appropriately to obtain a strong cellular signal. It is advised to keep the antenna away
from large metal structures.

You can check the signal strength during the configuration process as described in chapter 5. You may have
to reposition the antenna to improve signal reception.

4.2.4 Connect cables

DO NOT INSERT THE SIM CARD into its holder until you have made all the connections and carried out a
network scan. See section 6.7.2 “Run network scan”.

4241 Cables

Depending on which type of communications are to be used, connect these cables to the PCB:

Ethernet enabled systems Connect the ETH 1 connector using the Ethernet cable to the local IP router/switch
or socket allocated for the LAN/WAN network IP connection.

Note — The terminal can be adversely affected by significant amounts of broadcast
traffic on an Ethernet connection. Therefore mitigations such as use of network
segmentation and VLANs should be consider in these situations.

Cellular enabled systems  Fit the supplied T-bar cellular antenna to the cellular antenna connector but do not
fix in place until after performing the network scan.
If needed, the antenna on the 160 can be repositioned outside the plastic housing
using knockouts in the top cover.

Dial port This is a two-wire connection to the PSTN output of the panel.

Pin Inputs For pin input connections, see section 6.13 “Pin inputs”.

4.2.4.2 Serial connections

These connections are for panels using serial communication to the terminal.

Note: For alternative selections for third-party panels, use the Settings option in the Installers Menu.
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4.2.4.2.1 RS485 connections (Honeywell Galaxy or Risco ProSys)

Where fitted, you can use the screw terminal blocks or the 4-pin header. The connections for the screw
terminals are:

| RS485 screw Honeywell Galaxy Risco ProSys Bus1
terminals Data Bus terminal terminal

0V (Power) Galaxy (-) Com
VIN (Power) Galaxy (+) AUX
A Galaxy (A) YEL
B Galaxy (B) GRN

4.2.4.2.2 Serial
TTL connections

The requisite cable, Texecom RS232 Lead, part no. Tex600, can be ordered from AddSecure

UL 100724 ST. WIRE. BROWN
UL 1007#24 ST. WIRE, BLACK

.
B
a
_ al— e

UL 1007224 ST. WIRE. RED UL 1007424 ST. WIRE, YELLO

aoono

= 300 mm =

4.2.4.2.3 RS232 connections

These are used with several panels such as HHL, ESPA fire panels, Notifier, Protec, EBL Talk, and CTEC. The
actual panel for your installation can be selected in Settings, see section 6.9 “Panel Interface”.

RS232 screw HHL com port DB9 Male connector
terminals

™>2 2 (RX) Pin 2 (RX)
RX2 3(TX) Pin 3 (TX)
oV 1 (GRD) Pin 5 (GRD)

4.2.43 Power Supply
The terminal can be powered using a separate 9-28V DC power supply specified to deliver at least 1A current
to the screw terminals or receive power directly via the RS485 or Serial TTL connectors.

Note: to comply with the Radio Equipment Directive, the power cable must be no longer than 3 meters in
length.

Fit the power cable. DO NOT APPLY POWER TO THE TERMINAL UNTIL INDICATED.
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4.2.5 Powerup

4.2.5.1 Using the terminal touchscreen

If you are going to use the touchscreen on the terminal, power up the terminal. AoTP Terminal

This screen will be displayed. IRE)E"IG%BD
. . e . . . Self test completed
If the terminal has a physical touchscreen, it is supplied with a stylus intended Not Yet Confisured

- ouch to set lansuase
to be used with the screen. Touch To contioars

4.2.5.2 Using the virtual touchscreen

Alternatively, and for terminals without a physical touchscreen, once the terminal is powered up, you can
access the terminal's ‘virtual’ touchscreen on a PC using the IRIS Toolbox software. For details on how to set
up the toolbox, see “Appendix 1: Setting up the IRIS Toolbox”.

4.2.6 Welcome menus

4.2.6.1 Language selection

English is the default language.
To change the touchscreen language, click <<touch to set language>, and select your desired language.

4.2.6.2 Installer's password

Click <<touch to configure>> and then you will need to set your own password to comply with EN50136-2.
Follow the procedure below:

1 Enter the default password, “111111”, and click «OK». )
Fassuword is default
and must be changsed
2 Click «Continue» to enter your own password.
Back 1 [LContinue
Installers Password
7IE]3 Delete
415]é Clear
1213 Cancel
3 Now enter your own password, 6 to 12 digits, then click « OK». _OK
I
Confirm Fassword
FERE =late
4 Re-enter the new password to confirm it, then click «Save». It is TE_E_ i Cahecaerl
recomended that you store this password separately in a safe I Save
place.
Ihstallers Menu
Tnstallation Wizard
5 The Installers Menu will then be displayed. %;;295
Fun Hetuork Scan
E-EIEE

For the next and any following times you select “Installers Menu” from the Welcome screen, simply enter
your password and click «OK».
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5 Configuring the terminal

IRIS-4 terminals need to be configured the first time they are used. All terminals can be configured with the
Installation Wizard on the physical or virtual touchscreen. The 160 can also be configured using the Installer
app, see section 5.5 “Configuring the 160 using the Installer App”.

The Installation Wizard presents configuration options in predetermined sequences. Once one option is
completed, the wizard automatically moves on to the next option. Sequences vary depending on the
terminal type and the choices you make as you go through the sequence.

5.1 Accessing the Installation Wizard

Access the Installer’'s menu as described in section 4.2.4 and 4.2.5.

5.2 Initial configuration settings

If options described in this manual are not visible on the screen, it is because they are not supported on the
terminal type you are using.

Once you have entered your password, see section 4.2.5 “Installer’s password”. the main menu is displayed.
Click “Installation Wizard” to start the Installation Wizard.

5.2.1 Select interfaces

As the terminal can use Ethernet, Wi-Fi, cellular communication and PSTN, the Installation Wizard
. . . . . . . Select interfaces
sequence of options that the installation wizard automatically displays varies to [ JEthernet
) . ) —|2/3-4G
suit the chosen communication mode: PSTN
The first task presented by the Installation Wizard is to select the network Exit) ontinue

interfaces to be used.

For single path communications, the terminal can use Ethernet, Wi-Fi or cellular paths.
For dual path communications, select cellular and one of the other paths.

If you have installed a PSTN expansion board (EXT2), then the PSTN communication path will be available,

allowing triple path communication. Installation Wizard
Select interfaces
If you are configuring a 160, Wi-Fi is presented as an option. E?F?rmt
Only Ethernet or Wi-Fi can be selected, not both. |_|2-374G
X1 ontlnue

5.2.2 Alarm Transmission Protocol

Select the alarm transmission protocol required and click «Continue». Alarm Tx Protocol

| |Iris
|~ |DC-89

Exit] Back JContinue

5.2.3 Account name/number

The Account Name/Number screen is then automatically displayed. Account Name/Number

. . . . Account name set to
To change, click «Change». The format required differs between Iris and DC-09, 36553118

so the format of the display for each protocol is different. ac
Exit [Change [Continue
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Enter the account (name/number) provided by the ARC.

For Iris this can be alphanumerical and up to 32 characters long. It is normal to
have a simple 4- or 6-digit numerical account name.

For DC-09, the account name can be between 3 and 16 hexadecimal characters.
Click «Save» and then click «Continue».

If Iris is selected, the next menu is for the setting of the ARC IP address and the
ARC will configure the communications settings required by the terminal when
the terminals connects to it. If DC-09 is selected, the transmission settings must

Account Hame - Humbe -
TTZEE ]S T E_E?ET

L EE LA T [ AL

= [+ [T[F]T[T 11"

=,
lover | [srace | [delete

1
cancel | clear | sauve

Account NamesNumber
ali2]3 elete
A5 (67 Clear
91A Cancel
DIETF Save
365531
878; Min=3, Max=16

be set in the terminal as they cannot be set by the ARC. A series of menus is displayed.

Rcvr IP Main

IP . 44 = 4
Port (5225 ]

Rcvr IP Backur
Enable s
IP . .15,
Port

Exit] Back JContinue

Exit] Back JContinue

5.2.4 ARCIP address (Iris protocol only)

The ARC IP address screen is displayed. This address is obtained from the ARC
and would normally be the external IP address for their ISA system.

To change the IP address, click «Change» and enter the ARC IP address, then
click «Save». Confirm that the IP address is correct, then click «Continue».

Note: Only the primary/main ARC IP address needs to be entered on the
terminal, all backup or alternative IP addresses are downloaded from the
ARC to the terminal on the first polling communication.

5.2.5 DC-09 settings menus (DC-09 protocol only)

For DC-09 setup, a sequence of menus is used.

ARC IP Address

ARC IF addr. set to
16.18,1@8. 2

Exit [Change [Continue

AEC IF Address
FERE clete
EX=AE ear
1]213] [ Lancel

. Cave

I, 1M, 1M, 2 |

The IP addresses and the port numbers to be used Rcvr IP Main
should be obtained from the ARC. If the ARC does IP

Rcur Cellular Main

IP 91.240A.18.20
Port 029245

not have a backup receiver, this setting can be Port
disabled.

Copy IF rcvr info

Exit] Back JContinue

Exit] Back JContinue

Rcur IP Backur
%Bable v

Port W é§7§5

Exit] Back JContinue

Rcvr Cellular Backur
%Bable ~

Port 05245

Copy 1P rcvr 1info

Exit] Back JContinue
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The Primary Poll Period and Reporting Delay
determine the Primary ATP Reporting Time as
required by EN50136-1. These settings are used on
one of the connections as set up in the receiver
addresses set up above. The particular one used is
the first one that the terminal is able to communicate
with in order

e [P Main

e [P Backup

e  Cellular Main
e  Cellular Backup
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Poll Period Poll Period
Primary Backsaround
Daus Dayvs
Hours [] Hours [4]
Minutes [] Minutes P
Seconds 30 Seconds 4]
Exit] Back JContinue] [Exit] Back JContinue

Rerorting Delayv

Rerorting Delay

Primary Backsaround
Daus Davs
Hours 4] Hours [4]
Minutes 4] Minutes 1
Seconds Seconds [4]

49
Exit] Back JContinue

Exit] Back JContinue

The Background Poll Period and Reporting Delay determine the Alternative ATP Reporting Time as required
by EN50136-1 and apply to the receiver connections which are not identified by the terminal as the Primary.

When the terminal identifies a fault with a connection, it waits for the time defined by the Reporting Delay
before reporting the fault to the ARC. This brings the reporting time in line with EN50136-1.

Suggested settings for the different ATS configurations defined in EN50136-1 are:

Configuration Primary poll rate Primary reporting | Background poll Background
delay rate reporting delay

SP1 1 day 30 days 1 day 30 days

SP2 8 hours 16 hours 8 hours 24 hours

SP3 9 minutes 20 minutes 8 hours 24 hours

SP4 60 seconds 110 seconds 8 hours 24 hours

SP5 30 seconds 50 seconds 8 hours 24 hours

SP6 6 seconds 10 seconds 8 hours 24 hours

DP1 8 hours 16 hours 16 hours 30 hours

DP2 9 minutes 20 minutes 8 hours 16 hours

DP3 60 seconds 110 seconds 8 hours 16 hours

DP4 30 seconds 50 seconds 99 minutes 3 hours
5.2.6 Encryption
One of four different encryption levels can be selected. If appropriate the key ) 1'-:2"3‘- P'tic’[')"ef:_t”e
can also be set. The key is made up of Hex characters (Oto 9 and Ato E) and the [4]5 1617 Clear

. . S1A[E Cancel
length required depends on the level of encryption selected: BIETF]  Tontinue
{BE962 /2 éfB4C§?3FCE|5
128 bit — 32 characters /92, Max=
192 bit — 48 characters Encryption
off [~]128 bit

256 bit — 64 characters

5.3 Communication configuration

192 bit [ |256 bit

Exit] Back JContinue

The Installation Wizard now goes through a sequence of setup and test options for each communication
path chosen, in this order; Ethernet, Wi-Fi, Cellular and PSTN. The sequences can vary depending on the
combination of paths chosen and the type of terminal being configured.
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The sections immediately below (Test failure messages and Checking S/W version) describe items common

to more than one path.

5.3.1 Communication tests

Each communication path is tested by sending a test poll and test alarm. If these tests fail, the failure is

displayed together with possible measures that can be taken to solve the problem.

5.3.1.1 Connection failed
If the call did not reach the ISA system, these are the remedies for the possible
causes:

e  Check that the ARC IP address entered is correct for the ARC.

. Check the LAN IP address setup for the terminal

Etherrnet test rFoll
Connection Failed

Lheck RAEC I[P Address

Check dialer IF E.E'I:L_JFF-]
Lorsult cust IT der
#1

2xrd

and confirm with the customer IT department that you have the correct addresses for their network.

. If using Ethernet on a Virtual Private Network (VPN), the ARC IP would be defined for that VPN but not
correct for cellular connections which will not be on the VPN. If this is the case, please have the ARC
operator check the ISA setup for this account to have a separate address for the cellular connection.

. Ensure the alarm and polling port (TCP Port 53165) is not blocked outbound by the customer’s firewall.

. For cellular connections, ensure the SIM card is set up for cellular Machine-to-Machine data and configured

with the correct Access Point (APN) details.

5.3.1.2 Connection made, Poll failed

This indicates that the test poll or alarm call has reached the ISA system, but the
account number is not valid.

° Check that the programmed account number is correct.
° Check with the ARC that the account in ISA is correctly set up.

5.3.1.3 Authentication failed

This indicates that the test poll call has reached the ISA system, but the security
keys do not match.

Check if the terminal has recently been replaced or defaulted. If so, the ISA
operator will need to reload the security key into the terminal using the Allocator

App.

Ethernet test rFoll
Connection Made
Poll Failed

Check Account Hame

Exit] e

4

Ethernet test rFoll
Conrection Made
Authentication Fail
Contact ARC

E<it] e

)

The security key is a feature designed to prevent substitution attacks against both the terminal and the ARC.
When enabled, the ARC and terminal use an agreed private key. This key must be used for all future polling
authentication. Both the terminal and the Polling Engine authenticate each other, thus ensuring a
replacement terminal cannot be used to fool a Polling Engine into thinking its status is unaffected during
malicious tampering; it also makes sure the terminal will be aware if its IP traffic has been maliciously

redirected to a different ISA system.

If the installer has recently replaced or defaulted the terminal, the ISA operator must reload the security key,

e.g., by using the Allocator App.

5.3.2 Checking S/W version

Once the terminal has established its first connection path, it will check its
software version with an external server operated by AddSecure.

The Checking S/W Version screen is displayed.
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Note: If you have selected cellular as the only interface, this check will be done after the cellular settings.

The terminal will now check with the AddSecure server to see if a new version is
available. If a new version is available, the «Reflash now» option will appear and
can be clicked, see section 6.22 “Reflash”.

5.3.3 Ethernet setup and test
5.3.3.1 Checking Ethernet connection

If Ethernet is being used, the Checking Ethernet screen is displayed.

The terminal will now confirm if an Ethernet connection has been made to the
premise’s network equipment, such as an Ethernet router or switch. If no
connection can be seen, “Ethernet Disconnected” will be displayed and the cable

Checking S-U0 VUersion:
New S-l) available
Ug.16.1
Retlash Now

Exit iP

Checkina Ethernet

Ethernet Connected

E<it] [Continue

between the terminal and the premise’s network equipment will need to be checked.

If the connection is good, you will see ‘Ethernet Connected’ and can click «Continue».

5.3.3.2 Dialler IP Address
The Terminal IP address screen is then displayed.
This shows or allows you to set up the Terminal IP address for the network to

which the terminal is to be connected. The terminal is setup for DHCP by default,
so the network will allocate an IP address, subnet mask and gateway.

If you are using a DHCP network connection, click «Continue». If the customer
has requested that a fixed IP address is assigned, then click «Change».

Click the «Fixed» box.

Using these menu options, enter the IP address (IP), Subnet Mask (S/N) and
Gateway information (Gway) for the customer network.

Then click «Back» and check that the information was entered correctly, then
click «Continue».

The terminal will then check the validity of the IP address and confirm if this is
OK. If "IP address OK" is displayed, click «Continue». If not, go back and check
and correct the information.

5333

The terminal will send a test poll and test alarm message to the ARC to check the
Ethernet connection.

Ethernet communications tests

If these are not successful, the terminal will display the failure and possible
reasons. See section 5.3.1.
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Dialler IP Address
DHCP -~ AuTO

Ex1t [Change [Continue

Dialler IP Address
Auto [+] Fixed
Address
Subnet Mazk
atelad
FMAC_Aaddress
Back |

Dialler IP Address
IP:  122.168.1.235
SsM: 235.235.235.48
Guagi122.168.1.1

ExzitChanae [Continue

Checkina IF address

IP addresz 0K

Exit] [Continue

Ethernet test rFroll

SuccessTul
E=it) [Continue
Etherhet test alarm
SuccessTul
Exit) [Continue
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5.3.4 Wi-Fi setup and test

5.3.4.1 Wi-Fi settings

If you selected Wi-Fi as the communication method, this screen shows the name
of the current Wi-Fi network and the current password. Click <<Change>> if you
need to make changes.

You can then change the parameters required, such as network SSID and access
password.

The Wi-Fi network scan allows you to see all the networks that the terminal can
see and select the one you want to use.

The IP address setting allows you to set a fixed Wi-Fi IP address in the terminal,
should the network being used require it.

When done, click on <<Continue> to continue.

5.3.4.2 Checking Wi-Fi connection
The Wi-Fi connection will now be checked.

5.3.4.3 Wi-Fi communication tests

The terminal will send a test poll and test alarm message to the ARC to check the
Wi-Fi connection.

If these are not successful, the terminal will display the failure and possible
reasons. See section 5.3.1.

5.3.5 Cellular setup and test

Wifi Settings

Netuork
ChironStatt
Passuword

Exit]JChange [Continue

WiFi
Netuork
Passuword
Uifi Netuork Scan
WiF1 signal strens
IP _Address
Back

IP Address
[+] Fixed
IP Address
Subnet Mask
Gateway
MAC_Address
Back ]

Auto

Checking Wifi
Wifi connected

EKIE' |COHEIHUE

Wifi test poll

Successful

Al |COHE1HUE

Wifi test alarm

Successful

Al |COHE1HUE

If the cellular interface was selected, the terminal will now perform cellular communication checks and tests.

5.3.5.1 Cellular registration

if the cellular network is registered, it will display "Registered". If "Not
registered" is displayed, check that the SIM card is inserted correctly and
contact the SIM provider to confirm it is enabled.
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5.3.5.2 Cellular signal strength

The terminal then displays the current operator and signal strength for the base Sisnal strenath
station with which it is communicating. vodatone LK
Note: A signal strength of 010 CSQ or higher is recommended for a reliable Bzl
connection. Exit) (Continue

If the signal strength is below or close to minimum then try to reposition the antenna or use an external high
gain antenna to improve signal strength (if necessary). Re-run the signal strength test and reposition again if
necessary to gain best signal strength possible.

When the signal strength is as good as you can get it, click «Continue».

5.3.5.2.1 For the 50 (DS2220/IRIS-4 50)

On this terminal you can press and hold the “SW” button for 3s which will let you see the current signal
strength indicated across the LEDs:

® Strength too low
® O Strengh adequate
®@ O o Strength high

5.3.5.2.2 For the 6xx with cellular connection

Use the LEDs on the 6xx to perform a signal strength check.On the 6xx you can press and hold the “AP”
button which will let you see the current signal strength indicated across the LEDs. The SYS LED remains
flashing and the signal strength is indicated from the POL LED.

For a reliable cellular connection, a signal strength that lights three or more of the indicating LEDs is
recommended:

Strength too low Minimum strength Maximum strength
1000001 1N000
5.3.5.3 Cellular settings

5.3.5.3.1 APN, USR and PWD input

All cellular networks require the Access Point Name (APN) to be set. A few also require Username (USR) and
Password (PWD).

Click «Change» to enter new settings for APN, USR, PWD and PIN (scroll down) /3745 SEttings
APH:

that the SIM provider has given you. USR:
FLIC:

Exi1t [Change |Continue

A network scan can also be run. See section 6.7.2 for more information.

2453046 Settinas
Signal strensth 1

Fun Hefuork Scan :
HF

Jzer Hame 1
Fassword 1|
Back

Once the information has been entered, click <<Back>> and it is presented on the screen. Click «Continue»
to enter the next piece of information.
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5.3.5.4 Cellular communication tests

The terminal will send a test poll and test alarm message to the ARC to check the 2737456 test Foll
Ethernet connection. Successtul

If these are not successful, the terminal will display the failure and possible
reasons. See section 5.3.1. Exit) (Continue

2753446 test alarm

Successtul
E=it) Continue

5.3.6  PSTN Setup & test

Checkina PSTH
5.3.6.1 PSTN connection test FSTH conhected
If the PSTN expansion board (EXT2) is fitted and the PSTN network interface is
selected, the terminal will now check the PSTN connection by checking the line BT TR
voltage.

If PSTN is not connected, please check the cable and connection to the PSTN line. After reconnecting, it can
take up to 30 seconds to detect.

5.4  Further configuration settings

5.4.1 Additional options

Installation Wizard

ﬂrﬂonitor Dial Port
W

Depending on your terminal type, these additional options are available.

Alarm Override

Monitor Dial Port Monhitor Serial

This sets the terminal to monitor the dial port using the 18K resistor (as
supplied in the box). This resistor should be fitted across the A & B terminal of
the 2-wire analog interface at the alarm panel and allows the terminal to indicate any status change to the
ARC. This setting must be enabled if compliance with EN50136 is required and the interface to the alarm
system is via the dial port.

A1l Continue

The resistor must be fitted at the alarm panel end of the cable to enable the terminal to detect cable faults
and/or tampers correctly. The ARC will also need to enable the dial port monitoring (Panel) on the ISA
receiver software to receive alarm notifications on this status.

Alarm override

This allows the terminal to override and replace the phone and account numbers used by the alarm panel
with the IP address of the ARC and account number entered during configuration. It can be used for dial
port, serial or RS485 connection to alarm panels where you may not have access or cannot change the
account or phone number in the alarm panel itself. This can be useful when converting older alarm panel
sites to work with the IRIS-4 terminal.

Monitor serial

This sets the terminal to monitor the serial ports for activity and report any status changes back to the ARC.
The ARC will also need to enable the serial port monitoring on the ISA receiver software to receive alarm
notifications on this status.
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5.4.2 Dial port check

If Monitor Dial Port has been selected at the start of the wizard, the terminal will
perform a check to see if the 18K ohm resistor has been fitted. If Monitor Dial
Port has been enabled in error, the terminal will report this. In that case,
uncheck the "Monitor Dial Port" checkbox.

5.4.3 Battery backup

For terminals with integral battery backup, the menu ‘Battery backup’ will now be
shown. Tick the box to automatically use the battery backup when needed.

5.4.4 Pin alarms

This provides the option to use pin alarms which are the Pin inputs, and which
can be used for SMS messaging or alarm signaling.

Click «Yes» to use the pin alarms or «No» to continue.

5.4.4.1 PSTN: Alarm Setup

If you have selected to use the PSTN interface, you will be asked to enter the
telephone numbers of the PSTN receiver(s) at the ARC.

Click <<Continue>> when done.
5.4.4.2 Pinformat
The Pin format screen is then displayed.

Click the appropriate tick-box to select which pin alarm format to use. SMS is
only available on terminals with cellular capability.
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Fault On Dial Port
Check 18K resistor
fitte
[~ IMonitor Dial Port
Exit) e

d

Battery backur

[~ ]Use backur

Al ontinue

Do 9ou want to
use Fin alarms?

CHo ) (es

PSTN Alarm Setur
Main

Backur

Exit [Change [Continhue

Fin Format

-

S1h [

FF [

CID [
Exit] [Continue

Note: If you have selected PSTN network interface (EXT2 expansion board fitted) then the option

for SIA will not be available as this is not currently available over PSTN.

When done, click «Continue».

If you change the setting, you will be presented with a warning that all current pin input settings will be lost,

click «Continue» and then click «Continue» again.

For more information on each format and additional configurations for the Pin alarms see section 6.13, “Pin

inputs”.

5.4.4.3 Pinsrequired

If you have selected SIA, FF or CID for the alarm format, you will now need to
select the pins you wish to enable and use.

How many pins are displayed depends on which product you are working with:

Select Pins Eeauired
123456

Deselect pins you wish to disable from sending alarms and leave ticked only the pins you want to use for

alarm transmission, and then click ‘Continue’.

IRIS-4 Technical Reference Manual 6/2/2026

page 29



TRIS-4

by ADDSECURE

5.4.4.4 Monitor for tampers

Click «Yes» to monitor for tamper on the pin alarm inputs, otherwise select
“No”. Monitoring for tamper requires that the sense resistors are installed, see
section 6.13 “Pin inputs”.

5.4.5 Setup complete

The Installation Wizard has now been completed and the terminal is now
configured. Click ‘Finish” to exit and return to the main menu.

5.5  Configuring the 160 using the Installer App:

Do wou want to
monitor for tamFrers

Mo ) T Wes

Setur ComrFleted

[__Finick |

The IRIS Installer app is available from Apple Store or Google Play. Ensure that Bluetooth is enabled on your

mobile device, download the Installer app and start it.

When the 160 is enclosed in its case and no user buttons are accessible, the Bluetooth operation can be
started by tapping twice on its case lid. Use a metal object, such as a screwdriver, to “tap-tap” upon the lid.

The LED will turn blue, and the 160 will begin broadcasting its Bluetooth existence.

On the App, click on “Connect” and wait until the terminal has been found. Enter the installer’s password.
The first time you do this, use the default password “111111”. You will then be asked to enter your own

password.

Enter a new password, 6 - 10 digits. The app menu, as follows, is then presented

Information Action
Current Status Console
Settings Security

Now simply follow the instructions in the app.
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6 Settings

The options in the Settings menu vary for the different product types. Each option can be selected
individually (there is no sequence as in the Installation Wizard),

6.1 Network interfaces

This option lets you select the communication paths to be used for polling and alarms on a multipath IRIS-4
terminal. There are several options:

Interfaces In Use
. Ethernet o —Ethernet
. For 160: Wi-Fi v 1|2-374G
° Cellular (Machine-to-machine data (M2M))
. For 4xx: PSTN (PSTN expansion board required) Back )

6.2 Alarm Tx protocol

This allows the alarm transmission protocol to be selected. Related settings are available Alarm Tx Protocol

in sub menus by clicking on the button against the tick box selected. Iris

o -

ac

6.2.1 ARCIP address (for Iris protocol)

The IP address is obtained from the ARC and would normally be the external IP address for their ISA receiver
system. This option lets you change it if needed.

Enter the external IP address for the ARC receiver and click «Save».

Note: Only the primary, or main ARC IP address, needs to be entered, all backup or alternative IP
addresses are downloaded from the ARC to the terminal in the first polling communication.

6.2.2 DC-09 transmitter settings (for DC-09 protocol)

DC-82 Tx Settings DC-B9 Tx Settings
Rcvr IP Main Ja Poll Period ]~
Rcur 1P Backur )| Rerorting Delay )
Fcur Cellular Main Account Frefix )
cvr Cellular Backur Receiver number )
Encrortion v Date format )+
Back | Back

6.2.3 DC-09 receiver settings

The terminal can support up to four ARC connections, two via IP (Ethernet) and two via Cellular. Each
connection can have different IP addresses and TCP port numbers.

Rcvr IP Main Rcur IP Backur Rcvr Cellular Backup | [Rcvr Cellular Backup
Enable M Enable ¥
IP 3 7. 18, 20 1P . 15, IP IP . .
Port _©ll34 | |Port 93225 Port Port
Cory IP rcvr 1nfo Cory IP rcvr 1nfo
ac Back ) ac ac
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If the same receiver is used for both IP and Cellular, the information entered for the IP connection can be
quickly copied to the cellular settings.

6.2.4 Encryption

Encryption
One of four different encryption levels can be selected. If appropriate the off 128 bit
key can also be set. The key is made up of Hex characters (0 to 9 and A to E) 1%2nct:’1s-|t=_t¢102n56},<e|:;1t
and the length required depends on the level of encryption selected:

ac
128 bit — 32 characters Encrurtion Key
X ] [2] é g % %g}ete
192 bit — 48 character gar
92 bit — 48 characters T1A[B Cancel
. D |E |F ave
256 bit — 64 characters D83625R46P6131EDSD |

6.2.5 Poll period and Reporting delay

Foll Period Poll Period Poll Period
Primary Backaround
Primary Davs 7] Dayvs
Backsround Hours 4] Hours 7]
Minutes 7] Minutes 2
Seconds 30 Seconds 4]
ac ack ) [ Save ack ) [ Save
Rerporting Delaw Reporting Delaw Rerorting Delaw
Primary Backaround
Primary Dauvs 2] Dayvs
Backsaround Hours 4] Hours [4)
Minutes 2] Minutes 1
Seconds 44 Seconds 2]
ac ack ] Save ack ] Save

The terminal has two polling periods:

Primary — this is equivalent to the Primary ATP as described in EN50136-1 The terminal uses one of its ARC
connections as the primary, starting with Main via IP and rotating to the others if a path is not operational in
the order of Backup via IP, Main via Cellular and Backup via Cellular.

Alternative — the connections not used as Primary.
Polling can be disabled by setting the period to 0.

When the terminal identifies a fault with a connection it waits for the time defined by the Reporting Delay
before reporting the fault to the ARC. This brings the reporting time in line with EN50136-1.

Suggested settings are shown in the Wizard DC-09 section earlier in this guide.

6.2.6 Account prefix

Account prefix
Bl Z2]3] Delete
This is additional information that the terminal can send to the ARC that may 415167 Clear
. . . . 3A[B Cancel
may be required by the ARC to uniquely identify the account. D E|F] Save
B/8, Max=6

6.2.7 Receiver number

Receiver number
. . . . . a11i12713 Delete
This is also additional information that the terminal sends to the ARC that may g g g CCle-arl
be required by the ARC to uniquely identify the account. This can also be left DIEIF %QSS
blank unless specified by the ARC. ST Tar=E
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6.2.8 Date format

This sets the date format used by the receiver:
US (default): MM-DD-YYYY
Euro: DD-MM-YYYY

TRIS-4
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Date format

[ Jus
|~ JEuro

Back ]

It is important to get this right as otherwise the real-time clock in the terminal may get set incorrectly and

alarm transmissions may be ignored by the receiver.

6.3 Account name/number

This option lets you change the account name/number for the terminal, as
allocated by the ARC.

For Iris this can be alphanumerical and up to 32 characters long. It is normal to
have a simple 4- or 6-digit numerical account name.

For DC-09, the account name can be between 3 and 16 hexadecimal characters.

Enter the account (name/number) provided by the ARC. Click «save».

6.4 Eth 1: For terminals with Ethernet capability

If your terminal has one Ethernet connector, this will be called “Dialler IP
Address”. This allows you to set up the IP address of the terminal to use either
automatic (DHCP) or a fixed IP address. The settings below will show the IP
address either received (DHCP mode) or, if fixed will, let you set the IP address,
Subnet Mask and Gateway:

. IP Address

. Subnet Mask

° Gateway

. Mac Address (view only)

6.5 Eth 2: For terminals with dual Ethernet capability

By default, the Eth 2 connector is a shared Ethernet port with Eth 1 acting like a
switch.

If you require the Eth 2 connection to be separate to Eth 1, make sure “Eth 1/2
Switch” is not ticked.

6.5.1 Cellular Bridge

Cellular Bridge creates a bridge between Eth2 and the terminal’s cellular
interface for UDP and TCP traffic. The IP address of the connected device should
be set to be the same as the IP address for data connections allocated by the
SIM card as shown in the “Cell/Client IP” sub-menu.

>
=

umber
=15
TP L

L]

Account Hame

=
[
|
|

A |00

|
delete

ZFace

! ERES
=]-1+ ? 4L

cancel [ clear | save

Account NamesNumber
T3]

Bl [2 elete
o [6]7 Clear
S 1A Cancel
DIE[F Save
G60031

878, Min=3, Max=16

Eth 1
Buto [-] Fixzed []
IF Address
Subnet Mask
ateuad
FMAC _Aaddress
Back |

Cellular Bridsae
[ ]IDHCPSRY [ [Fixed
Cell/Client TF
Subnet Mask
Gateway

ac

Note that there is potentially a security risk of unauthorized access to the device connected to Eth2 and to
minimize this risk the SIM card should use a private APN (see Cellular Settings section below), such as that

provided by the AddSecure Link service.
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6.5.1.1 DHCPSRV or Fixed

Click on «DHCPSRV» if you want the terminal to assign the IP address to the device attached to Eth 2
automatically.

6.5.1.2 Cell/Client IP

This is the IP address that must be assigned to the device attached to Eth 2 and called from the cellular
network when a remote connection to this device is required. This address is the address the cellular
network assigns to the SIM card and cannot be changed.

6.5.1.3 Subnet mask
This setting is fixed and is the subnet mask that should be set on the device attached to Eth 2.

6.5.1.4 Gateway

This is the gateway IP address that should be set on the device attached to Eth 2. It is preset and fixed and is
derived from the cell/client IP address.

6.5.2 Cellular Routed

Cellular Routed routes UDP and TCP traffic between Eth2 and the terminal’s Cellular Routed
cellular interface. The terminal converts the IP address of traffic received on ﬂ%i%PSZR%pEEt&Z%
the cellular interface to an address configured on the terminal for the device ubnet Tlas
) Lellular IP
connected to Eth2, and vice-versa. = Fgruard'ed IF
ac

The default for Cellular Routed mode is set to the Forwarded IP address (i.e., the address of the attached
device) of 192.168.1.1 and the Gateway IP address (i.e., the address of the Eth2 connection on the terminal)
set t0 192.168.1.254. The DHCP server is on by default.

Note that there is potentially a security risk of unauthorized access to the device connected to Eth2 and to
minimize this risk the SIM card should use a private APN (see Cellular Settings section below), such as that
provided by the AddSecure Link service.

6.5.2.1 DHCPSRV or Fixed

Click on «DHCPSRV» if you want the terminal to assign the IP address to the device attached to Eth 2
automatically.

6.5.2.2 Eth 2 IP/Gateway
This is the gateway IP address that should be set on the device attached to Eth 2.

6.5.2.3 Subnet mask
This setting is fixed and is the subnet mask that should be set on the device attached to Eth 2.

6.5.2.4 Cellular IP

This is the IP address that should be called from the cellular network when a remote connection to the
device attached to Eth 2 is required. It is the address that the cellular network assigns to the SIM card and
cannot be changed.

6.5.2.5 Forwarded IP
This is the IP address that has been assigned to the device attached to Eth 2.

6.5.3 Vanderbilt SPC

This allows you to set up the second Ethernet port for the Vanderbilt (Siemens) SPC integration. See the
Appendices of this document for more information.
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6.5.4 DC-09
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This allows you to set up the second Ethernet port for an alarm panel that supports the SIA DC-09 alarm
communication protocol. See the Appendices of this document for more information.

6.6  Wi-Fi: For terminal with Wi-Fi capability

If you selected Wi-Fi communication, this screen would now display.

This will display the name of the current Wi-Fi network and the current
password. Click on either to change them, then click «save»

6.6.1 Network

This will display the name of the current Wi-Fi network and allow you to change it.

6.6.2 Password

This will display the name of the current Wi-Fi password and let you change it.

6.6.3  Wi-Fi network scan

This option scans all available Wi-Fi networks and presents the results. If you
select one, you will be asked for that network password.

6.6.4 Wi-Fisignal strength

The terminal now checks the current Wi-Fi network strength and presents the
result.

6.6.5 IP address

Set “Auto” (DHCP) to view the allocated IP address, or “Fixed” to set a fixed
address, a subnet mask and a gateway. The MAC address is not changeable and
given as reference, to allow the configuration of MAC filtering by the premise’s
network. When done, click «Back» to return to the Settings menu.

6.7 Cellular Settings: For terminals with cellular capability

WiFi
Netuwork
Passuword
Wifi Netuork Scan
UiF1 signal streng
P Address
Back

Wifi Network Scan

IRECT-HIDE-1562vudse)a
NETGEA
Uest-
elia-

Other

Back

WiFi sisgnal strensth

Wifi connected
47

ac

IP Address
[+] Fixed
IP Address
Subnet Mask
Gateuay
MAC_Address
Back ]

Auto

This option lets you view and change the cellular 2/374G Settings 2/3/4G Settings
(2/3/4G) setti RSlEInNal-t S‘trlf_'nsg'th a Psgssupolr;qd %‘
settings. uh Netuwork Scan I im
& APN I Call barring )
%?er han SMS trancrport }
i FE T4 ode -
6.7.1 Signal strength 1 ey 2 M B

This option shows the provider and signal strength for the base station to which the terminal is connected.

6.7.2 Run network scan

This option performs a scan of all providers in the local area and presents a chart of the best three base

stations per provider.
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This scan cannot be performed if the SIM card is fitted. Remove the SIM card by powering down the

terminal, removing the SIM card and then powering the terminal up.

The terminal scans for providers and base stations and reports the results with
signal strengths for eac. This can take a few minutes.

You can view each network technology by clicking through them with the button
near the top left corner.

For a reliable cellular connection, there should be at least two base stations with
signal strength (CSQ) of ten or more for the network to be used. If the signal
strength is below that, try to reposition the antenna or the terminal or swap the
current antenna for a high gain antenna. Then run the network scan again to
check signal strength.

6.7.3 APN

Scan In Progress

Lookina For Prouviders

Provider Antenne CSQ
1 2 3

EE 27 20 24
3 UK 22 21 21
vodafone U 17 14 14
02 - UK 16 16 16

[ Back )

This option lets you enter the cellular Access Point Name (APN) for the SIM card used.

6.7.4 Username

If no username is required, leave it blank. Otherwise, set the cellular username for the SIM card.

6.7.5 Password

If no password is required, leave it blank. Otherwise set the cellular password for the SIM card.

6.7.6 SIMPIN

If the SIM card used has a Pin number, enter it here. If it does not, leave it blank.

6.7.7 Call barring

To prevent any possibility of blocking the cellular communication paths,
incoming calls can be barred.

6.7.8 SMS transport

The SMS transport mode can be set to Cellular Packet Switched (CPS) for use
with SIM cards that support 4G but do not support sending SMS messages over
4G. Otherwise, click IP Multimedia Core Network Subsystem (IMS).

If you change this setting, you must power down the terminal and then restart it.

6.7.9 Mode

Sim PIN
8|9 Delete
415 (6] Clear
11213 Cancel
Save
|

SMS transport
_]CPS []IMS

Repouwer if chansed

Back

Allows you to select the desired cellular technology for the terminal. For most circumstances, it is

recommended to use the Auto setting.

The options available are:

Auto The terminal will automatically select the technology depending on the SIM card

configuration and the network operator.

Best signal The technology with the highest signal strength will automatically be selected.

4G Locked to 4G only. Note: that if there is no 4G available, cellular communication will

not be possible.
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4G preferred
2G + 3G

3G

3G preferred
2G

2G preferred

Enhanced roaming

6.8 Battery backup:
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4G is selected if available and above the set minimum signal strength. If there is no
4G available the terminal will revert to 3G or 2G, if available.

4G will not be used. Note: that if there is no 2G or 3G available, cellular
communication will not be possible.

Locked to 3G only. Note: If there is no 3G available, cellular communication will not
be possible.

3G is selected if available and above the set minimum signal strength. If there is no
3G available the terminal will revert to 2G, if available

Locked to 2G only. Note: If there is no 2G available, cellular communication will not
be possible.

2G is selected if available and above the set minimum signal strength.

This option enables an enhanced roaming feature when used with a roaming SIM. A
standard roaming SIM will always attach to the preferred provider even if this has
the weakest signal. Enabling this option forces the cellular attachment to connect to
the strongest signal identified by the terminal.

For terminals with battery backup, the menu ‘Battery backup” will be shown.
Tick the box to automatically use the battery backup when needed.

The sense input can be used to prevent the terminal taking power from an
external source. For example, if power is taken from an external alarm panel

Battery backur

[~ |Use backur

[~ JUse sense inpPut
Mains Fail
Rerlace batterw
Battery charge lou
ac

that is itself battery backed, this input can be connected to the DC input of the panel that has been derived
from mains power and prevent the terminal taking power from the panel’s own battery.

This screen also shows faults with the battery backup (main fail, batteries need replacing or low battery

charge), if present

6.9 Panelinterface

The range of panel interface options differ for the different products series:

160:

2XX series:

4XX series:
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Panel Interface
Dial Port
om

[ RGZ3Z (1> )

eria or

[ Back )

Fanel Interface
Disl Fort 1

ESZre 13
erial For

N =E

Farel Interface
Dial Fort

1
ofit ]
Forse 1y I

FSros ey
Serlal Fort RS54

Ll ERL T3

__Eack )
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6XX series: Farel Interface

' L om |
FoZis o1 1
FSros tea

Serial FPort RS54

Eack |

The range of settings that each option has is described below.

6.9.1 Dial port:

The Dial Port sub-menu has several options: Dial Port Settings
Monitor Cable i

Rerort Poll Fail

—Ernable Rinstone Dial Port Settinss

Voice call alarm 4
uro |IRins

6.9.1.1 Monitor cable

Sets the terminal to monitor the dial port using v Dial tone

. . . PSTN onhly
the 18K resistor (as supplied in the terminal Telim Conversion )+
package box). This should be fitted across the A & B terminal of the 2-wire Back )

analog interface (alarm panel telecoms module) and allows the terminal to report any status change back to
the ARC. Note that this must be fitted at the panel end of the connection to be effective. . This setting must
be enabled if compliance with EN50136 is required and the interface to the alarm system is via the dial port.

The ARC will also need to enable the dial port monitoring (Panel) from the ISA software to receive alarm
notifications on this status.

6.9.1.2 Report polling fail

Click to enable the terminal to drop the line voltage on the dial port connection if it cannot poll over any
configured path to the ARC. This lets the panel detect and report locally on the keypad of the alarm panel
that it has a line fault, so the site has local indication of a communication failure (for EN standards).

6.9.1.3 Enable Ringtone

This feature lets you enable or disable the terminal simulating the PSTN ring-back tone to the dial port while
the connection is being made. Usually this can be left as the default setting but if you are having issues with
alarm panels not sending alarms, try turning this off.

6.9.1.4 Voice call alarm

This causes the terminal to send an alarm to the ARC if a call is made via the dial port connection. This alarm
is pre-coded as shown in the Default Alarm Message appendix and is in either SIA or Contact ID format
depending on the Pin Inputs setup.

6.9.1.5 Ring

If the alarm panel is expecting a ring cadence (pattern of rings and pauses) to detect an incoming call, you
can set this to «Euro» or «UK».

6.9.1.6 Dial tone

If the alarm panel is expecting a dial tone when it makes an outgoing call, set this to «Euro» or «UK».

6.9.1.7 PSTN Only

Sets the terminal to route all calls into the Dial Capture port to be routed directly to the PSTN interface, if the
EXT2 extension board is fitted. The number dialed is used for the external PSTN connection.
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6.9.1.8 Telim conversion

Telim Conuversiohn

The terminal can support the Telim protocol on the dial capture interface. This
screen lets you modify the default Telim to SIA alarm conversion by selecting
through the presets or to set to Custom and entering the required SIA code.

6.9.2 COM

Several options can be set for the Com (TTL) connection. Com
Roport Poll Fail
. erPor 0 al
6.9.2.1 Monitor cable Emulation Mode
Serial settings

This sets the terminal to monitor the serial port for activity and report any status
change back to the ARC.

ac

For this to work, the ARC must enable the “serial port monitoring” on the ISA receiver software in order to
receive alarm notifications on this status.

6.9.2.2 Report poll fail

This sets the terminal to stop responding to the serial commands if polling has failed. This will then indicate
the failure back to the alarm panel thus locally indicating a communication failure (for EN standards).

6.9.2.3 Emulation mode

] ) Emulation Mode
This sets up the serial port for Normal, Eaton I-ON (Coopers) or Texecom ﬂNomal
v

. . . . . Eaton i-on
connections. The default is Texecom emulation. For more information on the Taxecom
connection and setup, please refer to separate alarm panel interface
documents. ac

Note: For the Eaton I-ON panel, you will need to use the IRIS-4 CT-interface board separately. Please contact
the sales team for further information.

6.9.2.4 Serial settings
This option lets you modify the baud rate and parity of the connection.

6.9.3 RS232(1) RS232 (2D

Rorors Poll Fail
. erort Po ai
6.9.3.1 Monitor cable Emulation Mode
Serial settings

This sets the terminal to monitor the serial port for activity and report any status
change back to the ARC.

ac

For this to work, the ARC must enable the “serial port monitoring” on the ISA receiver software in order to
receive alarm notifications on this status.

6.9.3.2 Report poll fail

This sets the terminal to stop responding to the serial commands if polling has failed. This will then indicate
the failure back to the alarm panel. This lets the site locally indicate communication failures (for EN
standards).

6.9.3.3 Emulation mode

This option lets you select which emulation mode should be used for the R$232 (1).

The DCE and DTE sockets allow for a converter cable for a D-type connector either as a Data
Communications Equipment type (DCE), equivalent to that on a modem or as a Data Terminal Equipment

type (DTE), equivalent to that on a PC. Cables to convert the header to a 9way D-type can be obtained from
AddSecure.

IRIS-4 Technical Reference Manual 6/2/2026 page 39



TRIS-4

by ADDSECURE
Note: enabling Full (DCE) or Full (DTE) modes will disable the other serial port RS232 (2).

6.9.3.3.1 Normal
This sets the serial port R$232 (1) to basic mode which only uses the TX1, RX1 and OV screw terminals

6.9.3.3.2 Full (DCE)

This means the Serial Port RS232_1 will now be in full RS232 mode (all control signals) using the DCE header.
Please contact the sales team for the relevant cable requirements.

6.9.3.3.3 Full (DTE)

This means the Serial Port RS232_1 will now be in full RS232 mode (all control signals) using the DTE header.
Please contact the sales team for the relevant cable requirements.

6.9.3.3.4 Espa
See Emulation Mode Appendix in this document.

6.9.3.3.5 Espa settings
This lets you change the format of the alarms transmitted.

6.9.3.4 Serial settings
This option lets you modify the baud rate and parity of the connection.

6.9.4 RS232(2)

This is the configuration setting for the second RS232 serial port connections RS232 (2
. . . . Monitor Cable
(TX2 & RX2) and has the following configuration options. Rerort Poll Fail

Emulation Mode
Serial settings

6.9.4.1 Monitor cable

This sets the terminal to monitor the serial port for activity and report any
status change back to the ARC.

ac

For this to work, the ARC must enable the “serial port monitoring” on the ISA receiver software in order to
receive alarm notifications on this status.

6.9.4.2 Report polling fail

This sets the terminal to stop responding to the serial commands if polling has failed. This will then indicate
the failure back to the alarm panel. This lets the site locally indicate communication failures (for EN
standards).

6.9.4.3 Emulation mode: For 4xx and 6xx

Emulation Mode
This allows you to set up the R$232 (2) port for

several connection options for alarm panel specific
communications. For ESPA, see Emulation Mode
Appendix in this document. For others, panel
specific documentation is available from AddSecure.

6.9.4.4 Serial settings
This option lets you modify the baud rate and parity of the connection.
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6.9.5 Serial port RS485

The configuration setting for the RS485 serial port has these options: Serial Port RS485
ﬂgaléﬁ
i ro

Choose the one you need. ESMT

6.9.5.1 Galaxy Back )

This sets the RS485 bus for Honeywell Galaxy mode where the terminal will Serial Port RS485

automatically emulate one of the galaxy communication modules in the [/16alaxy
' Galaxy Setftings
following order: Ethernet, PSTN, External RS232. ESMT
ac

6.9.5.1.1 Galaxy Settings

Galaxy Settinas

This opens the Galaxy settings screen with two more configuration options: AN e
Enulation Mode

System ID
This lets you enter a system ID independently from the panel that will override Eack |
the current ID sent by the panel. Toctem 1

MEA A C AN L
To enter the ID, which will override the existing ID, click «clear», enter the ID, i f fi ’:; r % ;\*j kNS
then click «save». Tower [[sFace | |delete

cancel [ clear | sawve

Emulation mode

This option lets you select the Honeywell Galaxy RS485 bus communication Enulation Mode

module emulated. Auto

. . . . . Ethernet ]
This provides backwards compatibility with older Galaxy panel software versions |FSTH ]
that do not support the Honeywell Ethernet module (Galaxy Classic below —TFacE

version 4.00).

The default is Auto (Automatically assigned). This will try the external Ethernet module first. If this is not
found, it will try the external PSTN, and finally the external serial modules.

You can also preset the emulated module to be Ethernet or PSTN by clicking the relevant box. This may be
needed if, for example, there is already a Honeywell Ethernet module fitted.

6.9.5.2 ProSYS

This sets the RS485 bus for the Risco ProSYS bus to allow Upload/Download connections but not alarms. For
this to be useable for alarm transmission from the panel, the panel alarm must be connected to the dial port,
or to the “pin input” signals.

6.9.5.3 ESMI

This option displays the “ESMI Settings” submenu where you can change settings for ESMI Fire Panel serial
interfaces on the RS485 port.

6.9.6 Eth2

Eth 2

This allows you to set up the terminal for alarm panels connected via Eth2 that 5e50

communicate using the SIA DC-09 protocol. For more information see the
Appendices of this document.

ac
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6.10 Alarm override

This lets you set the terminal to override the alarm panel's account number and

dialed number with those set in the terminal.

6.11 Extra features

This allows you to set up the special options for the terminal.

Alarm Ouverride

Enable []

__EBack )

| Extra Features

Extra Features

Extra Features

Normal a Ilka mode + PSU - Tamper inPut -
Set 7 Unset ) Ilka mode INCERT 2+-3
ENS4-21 Fire Tamrer inPut Test Alarm )
[ |UDS 2463 Intruder INCERT 2+-3 Add STA timestamr
UDS 2463 Fire v Test Alarm Jw v |Limotec -
1 Back ) 2 Back ] ac

6.11.1 Normal

This is the default mode for a terminal.

6.11.2 Set/unset

In a normal alarm installation, the terminal is used with an attached alarm panel.
However, if the requirements for monitoring are simple, requiring only a few
alarm events like set & unset or entry / exit alarms (e.g., ATM monitoring), the
terminal can be set up to be a simple alarm panel using the pin inputs.

6.11.2.1 Set/unset pin
Configuration options for the Set/Unset pin.

6.11.2.1.1

Allocate which pin is for the set and unset signals.

Pin number

6.11.2.1.2

This sets the trigger mode to “normal”, which means that the unit is unset when
the input pin is “open circuit”. This method is suitable for an external physical
switch such as a key-switch.

Trigger mode

|II

The trigger mode can be set to “pulse”, which means that a pulse on the

Set < lnset
Set < Uhset Pin |2
Exit Delag ]
Erntra Fin ]
Entra Delay 1
Set Status Felag -
Eack |
Set < lhset
Exit Delad 13
Entro Fin 1
Ertrg Delsa
e atus Felaq
Alarm =tatus Felad =
ac

Set 7 Unset Pin

Pin Number

Trigser Mode

[ Back )

set/unset input toggles the set/unset status. This is suitable for an external device such as a proximity tag

reader.

6.11.2.2 Exit delay

This option lets you set the exit delay timer. The default is 10 seconds.

6.11.2.3 Entry Pin
This option lets you allocate which pin is to be used for the entry signal.

6.11.2.4 Entry delay

This option lets you set up the entry delay timer. The default is 10 seconds.
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6.11.2.5 Set status relay

This option lets you allocate which relay output is to be the set/unset status Set S'ta'tus Relay
indicator and to set the default state to “Normally open” or “Normally closed”. "E'Pa” 't° “59
The default is “Normally open”. Normally open / close

v [Normally Open
Normally Closed

6.11.2.6 Alarm status relay ac

This option lets you enable relay D as the alarm status indicator. This means that [ AIarm Status Relay
if any (enabled) pin Inputs are in an alarm state, the relay will change state "E'laHDtE%algsli' D

according to what the default state is set to (default is normally open). Normally oFen -~ close
v [Normally Oren

Normally Closed
6.11.3 ENS4-21 Fire ac

Sets the IRIS-4 4xx to EN54-21 Fire conformances. For further details, see chapter 7 “Installation for EN54-21
conformance”.

6.11.4 VdS 2463 Intruder

Sets the terminal to VdS 2463 Intruder conformances. For further details, see chapter 8 “Installation for VdS
2463 Compliance”.

6.11.5 VdS 2463 Fire

Sets the terminal to VdS 2463 Fire conformances. For further details, see chapter 8 “Installation for VdS 2463
Compliance”.

6.11.6 ILKA mode + PSU

Sets the terminal to customer specific PSU monitoring with predefined threshold and dial port settings.

6.11.7 ILKA mode

Sets the terminal to customer specific PSU monitoring with predefined threshold and dial port settings.

6.11.8 Tamper detection

Enables or disables tamper detection on the terminal, which lets you connect an external tamper switch, for
example, for the cover of the terminal enclosure.

6.11.9 INCERT 2+/3
Enables terminals that support dual path IP communications to support Belgian INCERT TO15
The INCERT standard TO15 requires Grade 2+ and Grade 3 installations to signal alarms over both paths.

When the alarm format is SIA, the terminal will also insert a SIA Path modifier (pt) on test alarms (event
codes RX and RP) to show the path over which the alarm is sent:

. 01 = Ethernet
° 02 = Wi-Fi
. 03 = Cellular

Note: This function only works over Ethernet and cellular and not PSTN.
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6.11.10 Test alarm

Where the IRIS terminal is not connected to an alarm panel that can itself Period ¢hours)
generate a regular test alarm (e.g., when inputs are used), it can be convenient Z E 2 Dcelleeatf
for the terminal to generate a regular test alarm. This gives the ARC a consistent  [L1£1S Cance”
way to monitor end-to-end connectivity across many installations. 3 |

6.11.11 Add SIA Timestamp

This option causes the terminal to append the date and time to any SIA format messages generated
internally, including those generated from activity on the Pin Inputs. The date and time will be correct only if
the terminal is connected to an ISA 4 system at the ARC as this can send the date and time to a terminal.

Note: The timestamp cannot be enabled if the PSTN transmission path is selected, likewise the PSTN
transmission path cannot be selected if timestamp is already enabled.

6.11.12 Limotec
This mode sets up operation for Limotec Fire panels. By selecting this mode, the following will be set:

e  ENS54-21 Fire mode (this setting cannot be changed while in Limotec mode).
e Input zone numbers from 9901 9916 instead of 01 to 16.
e Espa Endto end Acknowledge mode (this setting cannot be changed while in Limotec mode).

6.12 Incoming TCP

Incoming TCP

Address 1
This lets you limit incoming TCP calls to the terminal serial port to up to three ggg :g:: %
source IP addresses. If all the addresses are left blank, all calls are allowed. UDL _rort
Each source also has an associated Subnet mask, so a range of addresses from Back )
sources on the same subnet can also be allowed to connect. This can be helpful Address 1
if you have several computer systems that may need to make remote Netoork Address
connections at different times, rather than having to use just one system every Subnet Mask
time.

ac

The example shown shows where IP addresses 192.168.2.0 to 192.168.2.255

ﬂi;uork Address

are allowed to connect. The network address should be set to the lowest IP 7 Delete
. 41016 Clear

address in the range. 11213 Cancel

. Save
If you want just a single IP address to be allowed to connect, set the Network 5716870
Address to this and the Subnet Mask to 255.255.255.255.

Subnet Ma_lisk
This menu also allows you to set the TCP port number to be used for incoming -4-'5“2- Dceleeatf
Upload/Download (UDL) calls. These calls are routed to attached alarm panels 1]2]3 Cg-gsgl
through the appropriate interface (serial, RS485 etc.), depending on the alarm

panel type attached and the terminal settings.

6.13 Pininputs
This lets you set the alarm format for the pin inputs to SMS, SIA, Fast Format (FF) or Contact ID (CID).

Note: You can select one alarm format, see subsections below, for the pin inputs (SIA, FF or CID)
and then also setup individual pins to be SMS messaging if required.
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o i ) SME |- SIA[] FF
that all current pin inputs will be setup for this alarm format and returned to the |CIL —E .
default settings shown below, as they cannot be set up to different alarm = i %l
A ] 1
formats. 4 - CHZ I=
Bac 1
6.13.1 Common options
These options are available for all pins for all alarm formats
6.13.1.1 Monitor cable
Monitors tamper detection when ticked. This requires resistors to be
fitted at the alarm panel end of the cable to enable the terminal to B 1 20v3 4
detect cable faults and/or tampers. inputs | © O O O O

Wire the alarm outputs from the panel to the position in the diagram
marked as a switch — open is the alarm condition and closed is the
restore condition.

6.13.1.2 Enable
Enables this pin input when ticked.

L]

15K resistor

4K7 resistor

Alarm panel

6.13.1.3 Inverse polarity

When ticked, this reverses the function of the inputs “Set” and “Restore”. This will mean that the “Set” will

be a closed circuit and the “Restore” will be an open circuit.

6.13.2 Alarm format SMS

Selecting SMS format for all pins or ticking this box for a specific pin will mean
that on input “Set” (open circuit) and input “Restore” (closed circuit), the
terminal will send the configured SMS text for the set or restore message to the
configured phone number.

6.13.2.1 Phone number

v |SMS PIN 1
Monitor Cable
Enable Inverse
one no.

Set mso

Restore msg
Back )

This option lets you enter the phone number to which the SMS message will be sent.

6.13.2.2 Set msg and Restore msg

Enter the Set and Restore text messages to be sent. No message is sent for an entry that is blank.

6.13.3 Alarm format SIA

On input “Set” (open circuit) and input “Restore” (closed circuit), the terminal
will send SIA alarm protocol messages for that input.

6.13.3.1 Set msg and Restore msg

SMS PIN 1

Monitor Cable

Enable

Ihnverse Polarity
et msg (NFAD
Restore msg [(NFRY

Back )

Here you can input the “Set” and “Restore” messages in the correct format as defined in SIA format protocol
SIA DC-03-1990.01(R2003.10). The default "Set" and "Restore" event codes are in the table below.

These defaults can be changed and text descriptions to be sent with the SIA alarm code (under SIA level 3
alarm protocols) can be added. If you exceed the maximum number of characters for the combined set and

restore messages supported by the terminal, a warning will be shown.

Text descriptions can be added by adding » before and after the text. For example, to add the text "Fire" to

the message SIA code "NFAO1", input "NFAOLAFIREM" into the touchscreen.
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These alarms are pre-coded as shown in the Default Alarm Message appendix.

6.13.4 Alarm format FF

Selecting FF for the inputs means that the inputs will send a specific Scancom FF
alarm protocol message on the event and restore for that input.

6.13.4.1 Alarm

This sets the input to be an alarm triggered by an input.

SMS

Monitor Cable
Enable

Alarm

0-C

| [ [

Back

PIN 1

Inverse Polarity

The alarm triggering input is active and has not yet

1 New alarm
been reported.
The al i ing i h i i
3 New restore e alarm triggering input has returned to its quiescent
state from the alarm state.
5 Not in alarm The alarm triggering input is quiescent.
The alarm triggering input is active and has been
6 In alarm g8 ginp

reported.

6.13.4.2 O/C (open/close)
This option sets the input to be an O/C input.

The alarm triggering input is active, the intruder alarm

2 New openin
P 8 system has been unset.
) The alarm triggering input is quiescent, the intruder
4 New closing geering Inp g
alarm system has been set.
) The alarm triggering input is quiescent, and it has been
5 Premises closed ggering Inp g !
reported.
. The alarm triggering input is active, and it has been
6 Premises open ggering Inp

reported.

6.13.5 Alarm format CID

This setting means that the pin inputs will cause a specific Ademco® Contact ID
format alarm protocol message to be sent. This message includes an event
code, a zone number and a group number.

6.13.5.1 Event
Here you can input the 3-digit event code for this input, e.g., 110 = Fire.

SMS
Monitor Cable
Enable

PIN 1

Inverse Polarity

vent
Grour Zone
ac

@a1)

To determine which event code is to be used, refer to the digital communication standard "Ademco®

Contact ID Protocol - for Alarm System Communications SIA DC-05-1999.09"

6.13.5.2 Group
Here you can input your pre-defined 2-digit group or partition number.

Use the value 00 if no specific group or partition information applies.
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6.13.5.3 Zone

Here you can input your pre-defined 3-digit zone number (event reports) or user number (Open / Close
reports). Use the value 000 if no specific zone or user information applies.

6.13.5.4 Default CID Set/Restore event codes
These alarms are pre-coded as shown in the Default Alarm Message appendix.

6.14 Relays

This option lets you configure the relays. Relaws

elay 1nPut follower
elay sms _activation
elay inver

Back ]

6.14.1 Relay input follower

Eelsd inFut follouwer

This feature lets the terminal relay outputs be set to follow a pin input, with a elao
delay if required. Normally a relay will open if the associated input goes open :--H
circuit, and vice-versa, but this can be inverted if required. elas [

__Back

Note: Do not use this feature for a relay with another purpose, e.g., communications path trouble reporting.

6.14.2 Relay SMS activation

FEelad =ms actiuvation

The terminal lets each relay be activated or deactivated with a predefined SMS e Tay E
message from a mobile phone. :::::T
elad D

6.14.2.1 Phone number Eack )
This option sets which calling device (mobile phone) may control the relay with Relad A
the relevant SMS message. This is done by using the Calling Line Number (CLI) Phone #io.

- ) . Activation msa
on the SMS and comparing this with the number entered. Teactivation meo

__Eack )

The comparison begins at the least significant number (LSN) and then works
backward as shown in the example below using the phone number 07890123456:

) LSN
0 [7 [sls o 123 [2 514

<
<«

Starting from the LSN 6, you can work backward to compare the CLI number. For example, you can enter
"56" which will allow all phone numbers with a CLI ending in 56.

You need to confirm which CLI number is being received, by using your mobile phone to receive the call,
thereby displaying the incoming CLI number.

Leaving the source number blank will allow any mobile number to set or restore the relay providing the SMS
text matches.

6.14.2.2 Activation msg
Sets the SMS text message required to open the relay, note this is case sensitive.

6.14.2.3 Deactivation msg
Sets the SMS text message required to close the relay, note this is case sensitive.
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6.14.3 Relay invert

This option lets you reverse the way relays work so you can reverse the normal
state of a relay from open to closed and vice versa.

This might be required depending on the external equipment being connected.

6.15 Time

The terminal contains a Real Time Clock (RTC) that needs to be synchronized
after every power up or repower. In a normal situation this will be done when
the terminal connects either to an IRIS Secure Apps receiver or a DC-09 receiver.
However, before this is possible, the terminal will synchronize time with a pool of
NTP servers.

By default, the pool uses is “europe.pool.ntp.org”, but this can be changed, for
example if this pool is not reachable from the current terminal location, or it is
not appropriate for some other reason.

Relag invert

Time
B8:11:15 18-82-20235
NTP

ac

qls ;
e
ene i ensce idsTotel

ear save

~ |=1=110]
= |HO|D

S|

Note that once time has been received from an IRIS Secure Apps or a DC-09 receiver, synchronisation with

this pool | is disabled.

6.16 Trouble reporting

Trouble reporting allows setup of the reporting of communication faults via
relays or SMS and diagnostic calls to be made over an IP communication path
(Ethernet or cellular).

The remote diagnostic call allows an outbound TCP/IP call using TCP/IP port

Trouble Rerorting
13 Reladgs
[Jia SHS
Dias Call IF addr
iganostic Call

Eack

number 51292 to a technician with a PC/laptop running the IRIS Toolbox software. This will then let them

check setup and run diagnostics remotely to investigate any issues.

Below is a breakdown of these individual setup options:

6.16.1 Viarelays

It is possible to enable or disable the terminal toggling the state of the relays to
indicate communication path failures. This is intended to signal failures back to
the panel inputs, so the site has local indication of a communication failure (for
EN standards). The terminal allows the choice of which relay is to be used for
the indication of a poll or other communication fault.

Click on the relevant box for the relay to be used for indicating this failure.

Note: Each relay can be used for multiple path fault indications.

Relads
Foll
Eth

Fault
FSTH

2-3-°406
Back

The «Fault» option allows reporting of system fault indications via the selected relay. For a list of these

faults, see section 9.1. “Trouble report”

6.16.2 Via SMS

The terminal can send SMS messages via the cellular network to indicate
communication or line faults.

There are 4 SMS phone numbers that can be set up as destinations for these
SMS messages.
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Click on the relevant option and enter the phone numbers, then click «Save», then «Back».

6.16.3 Diagnostic call IP address

FE1E Lelet
This menu allows the IP address of the PC/laptop running the IRIS Toolbox E1EE %_CTE eeaf
software to be entered so outbound TCP/IP diagnostic calls for remote L] —=gheed
diagnostics can be made. T I
6.16.4 Diagnostic call
This option lets you make diagnostics calls back to the IP address entered above
for remote diagnostics to the IRIS Toolbox software. Paﬁsﬁaluanlrﬁd:

Diasnostic Call

The first time this is used, the one-time password for this remote connection
will be displayed. Take note of this password, as it may need to be passed on to Back )
the operator of the IRIS Toolbox software.

Click «Diagnostic Call» once the password has been passed onto the operator and they are ready to receive
the call.

6.17 PSTN Settings

If PSTN was selected, the PSTN Settings menus lets you adjust how alarms are PSTN Settinss
handled over a PSTN connection. TN Alarm Setur
Audio Low
Tone Detect Hish
ac

6.17.1 PSTN Alarm Setup

This lets you change the phone numbers of a main and backup receiver the - 573 mi"[‘)elete
terminal will use to send alarms overa PSTN line. 41518 Clear
11215 Cancel
Save
|
Backur
7189 elete
4156 ] Clear
1123 Cancel
Save
1
6.17.2 Audio

Sets the audio level of alarms sent over PSTN and the expected level of alarms received over PSTN.

6.17.3 Tone Detect

This lets you adjust the audio level of tones received over PSTN.

6.18 Language 1 2
; touwch to et lansuase ltaliano *
The terminal supports several languages. T T e |
Deutzch 1 Hor=L 1
Select your preference. Enalizh 1 Suenska ]
E=rFanol 1 CLIOMm it
Francais 1= Eack 1]
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6.19 Installers password

To comply with EN50136-2, you had to change the default installers password, 111111, when you first
accessed the Installers Menu. This option lets you change the password again.

Follow this procedure: Contirm Passuord
N ERE =lete
) E1=E ear
1 Input the new password and click «Save». T[Z13] I___Cancel
You will be asked to confirm the password. [ 2
2 Confirm the password, then click «Save». l
6.20 Display
Display

For terminals with a physical touchscreen, this option lets you alter the contrast

. . ; Contrast Settings
and recalibrate the touchscreen if required. [ calibration

Click «Contrast Settings» or «Touch Calibration» and follow the on-screen
prompts.

ac

6.20.1 Touchscreen calibration

. . . . LCD calibration
This can be done only on a physical touchscreen, not a virtual one. Follow this

. Press sequentially
procedure: where lines meet

1 You will be presented with three screens in sequence. In each screen,
click on the center of the crosshairs:

Back ] (Continue

Tor leftt 1

_|_

3
Eack |
Bottom risht 2

_|_

3
Eack )
Centre 3

_|_

3
__Back _

Touch Calibration

Lh.'l

LM

2 The screen will then display “Successful”.

Successtul

6.21 Default Eack ) [ OE

If at any point a default of the terminal is required, use these options. Default

To reset the terminal to manufacturing defaults, click «Default All» and confirm { Sl A Eéé }

that the terminal is to be defaulted.

To only reset the security key used by the ARC, click «Default Key». Then E%
request the ARC to re-synchronize which will create a new key.
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6.21.1 For terminals with an AP or SW button (this is not part of Settings menu)

1 Power down the terminal.
2 Press and hold down the button.
3 Re-apply power while still holding down the button for another 10 seconds. This resets the

terminal to manufacturing defaults.

6.22 Build information

Displays the product name, the IRIS-4 software version and the cellular module
version.

Click on various items to see the information.

6.23 Reflash

This menu controls the reprogramming of the terminal to the latest software.

To enter this menu, you must enter the reflash password. By default, this is
111111’ and in this case it must be changed, to comply with EN50136-2.

Note: If required, the ARC can run a reflash remotely.

6.23.1 Reflash Access Password
To change your password, follow this procedure:

1 Enter your new password.
If you need to redo your typing, click «Clear» and start again. When
you are done, click «Save».

2 Confirm your password and click «Save». This will return you to the
“Reflash Settings” screen.

6.23.2 Reflash IP address

Build Information
IRIS Touch &48 HG

WO |
GSM-3G 12.1A8.6821
Serial number

__Back ]

Reflash Access Pud

718]3] Delete

41516 | Clear

11213 Cancel
0K

Reflacsh Settinags

Reflash Access Pud
Retflash IP Address
Reflash Hou

ac

Reflash Access Pud

7183 elete

41516 | Clear

11213 Cancel
0K

The default reflash IP address is 195.59.117.164 and links to the AddSecure reflash server. This server is

available 24/7 and is kept constantly up to date with the latest software.

This option lets you enter a different IP address when required. For example, when a customer will only
allow their network to communicate back to the ARC (network/IP address), and/or when the ARC has their

own reflash server installed.

6.23.3 Reflash now

This immediately starts a reflash and then displays a status window indicating progress.
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7 Installation for EN54-21:2006 compliance

7.1 Introduction

Some of the IRIS-4 range of terminals are certified as compliant with the European standard EN54-21:2006 —
Fire detection and fire alarm systems - Alarm transmission and fault warning routing equipment". To comply
with this standard there are conditions to which the installation must comply. These conditions apply both to
the terminal and to the fire CIE. This guide describes these conditions.

Note: if these conditions are not complied with, then the installation will not be compliant with EN54-
21:2006.

All other aspects of the installation are covered in the other sections of this document.

7.2  General description of the equipment

IRIS-4 terminals are used to take alarms from fire CIE and transfer these reliably over IP telecommunication
networks such as broadband and cellular. The interface of the CIE uses inputs to the terminal and outputs
from the terminal.

Depending on the terminal type, backup communication over 4G/3G/2G or PSTN is also provided.
All communications paths can be constantly monitored (supervised) so any failures are reported to the ARC.
The terminals comply with both transmission system types defined in Annex A of EN54-21:2006:

Type 1: signaling path is Ethernet (e.g., broadband), cellular or Ethernet with 4G/3G/2G backup.
Type 2: one of the signaling paths is PSTN (e.g., PSTN only, cellular with PSTN backup or Ethernet with PSTN
backup).

7.2.1 Technical specification

Please refer to chapter 11 “Technical Specifications” for details on the appropriate IRIS-4 terminal.

7.3 Installation, configuration, and commissioning

7.3.1 Monitoring requirements

The ARC should set up the monitoring reporting times (i.e., poll period + poll overdue period) of the site, as
follows:

For Type 1 80 seconds or less.

For Type 2 24 hours or less

7.3.2  Requirements for the installation

General installation instructions are in sections 4 “Basic setup” and 5 “Configuring the terminal”. The
following additional requirements are for EN54-21:2006 compliance:

. The Fire CIE must be able to indicate fire signal acknowledgments and fault conditions as visual indications
driven by the outputs from the terminal, as described below. These indicators must comply with EN54-
21:2006.

e  The terminal should be powered from an EN54-4 compliant power source, such as a model from the
Elmdene ST range.

e  The terminal must be mounted in an Access Level 3 protected enclosure compliant with the requirements
of either EN54-2 (Fire detection and fire alarm systems — CIE) or EN54-4 (Fire detection and fire alarm
systems — Power supplies).
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If there is not sufficient space to mount the terminal within the existing CIE or power supply cabinet, an
alternative is to use a separate EN54-4 compliant power supply cabinet. A model from the Elmdene ST
range is recommended.

If the enclosure used is not actually used to house the power source, then the enclosure must be mounted
against the power source enclosure so the power cable between the two cannot be the subject of tamper
or accidental damage.

e  The interface to the fire control equipment should be via terminal inputs (pins) and relay outputs, as
described below. The terminal’s “Dial Capture” interface that emulates a PSTN line should not be used as it
does not provide adequate status signaling back to the control equipment. Serial communication lines can
be used for more information but must not be the primary signaling method.

7.3.3 Configuration requirements

Run through the Installation Wizard, see chapter 5 “Configuring the terminal” in the normal way. Make sure
that for pins 1 and 2, the Pin input alarms are configured for SIA or CID and are enabled. If a separate
enclosure for the fire panel is being used, monitoring for tampers must also be enabled.

If an IRIS-4 4xx EXT1/EXT2 Expansion board is installed, you must use pins 9 & 12 for monitoring of the PSU.
Confirm these are ticked in the Installation Wizard, see section 5.6.3 “Pin Alarms”.

Other alarm inputs can also be enabled if required from the Settings menu, but do not change the above
settings for inputs 1 or 2 or inputs 9 and 12 (if used).

Note: After the EN54-21 Fire mode is selected, it is essential that no other changes are made to the settings
for Pin 1 or Pin 2 or to the Relay A or B outputs as this may invalidate conformance to EN54-21:2006.

Use the Settings «Extra Features» menu to set the ‘EN54-21 Fire’ mode.

Settings Extra Features
Fanel Intertace 1™ Set /7 Unset )=
Alarm Override : [ |ENS54-21 Fire

#tra Features | |UDS 2463 Intruder
Thcoming IF Addrs. | | |UDS 2463 Fire

i lnFUts I Ilka mode + PSU v

Back | Back )

When this mode selected, input pins allocated for the fire application are as follows:

° Input pin 1 — Fire Alarm/Restore — open circuit = alarm
. Input pin 2 — Fire Alarm Fault/Restore — open circuit = fault
. Input pin 9 — AC Power Trouble/Restore — open circuit = fault

. Input pin 12 — System battery Trouble/Restore — open circuit = fault

Note: For inputs 9 & 12 you will need the expansion board EXT1 (12 pins) or EXT2 (12 pins + PSTN) fitted.
The alarm codes generated by these inputs are:

SIA: Pin 1 FAO1/FRO1

Pin 2 FT02/FJ02

Pin 9 AT09/AR09

Pin 12 YT12/YR12

If Limotec mode is selected, the zone numbers are changed to 9901 etc.
Contact ID: Pin 1 Event 110 group O zone 1

Pin 2 Event 300 group O zone 2
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Pin 9 Event 301 group 0 zone 9
Pin 12 Event 302 group O zone 12

If the terminal is not mounted within the fire panel, tamper detection
on the inputs must be enabled and end of line resistors should be 1.20v3 4
. . Lo . . Pin
fitted for detection of open circuit or short circuit faults: mputs | Q O O O O

Lo

4K7 resistor

Wire the alarm outputs from the panel to the position in the diagram
marked as a switch — open is the alarm (pin 1) or fault (pin 2) condition
and closed is the restore condition.

15K resistor

Alarm panel

The terminal provides relay outputs for these indications which should

be wired to corresponding inputs to the CIE.

1. Relay B —Indicates that an acknowledgment to a fire alarm signal has been received from the ARC. This relay is
normally open and closes when the acknowledgment is received. It will be opened when the fire alarm restore
signal is sent.

2. Relay A —Fault indication, including no acknowledgment received, loss of power to terminal, transmission
network fault, software watchdog restart or configuration memory fault. This relay is normally closed and opens
if any of the above fault conditions are present.

Confirm receipt by the ARC for these events: Test alarms, fault activations, and restores events.

When installation has been completed and correct operation confirmed, please confirm that either the
enclosure is appropriately marked, or a label that indicates EN54-21 compliance and product type is fixed to
the outer surface of the enclosure and is clearly visible.
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8 Installation for VdS 2463 Compliance

8.1 Introduction

AddSecure [RIS-4 alarm over IP terminals have been tested and certified by VdS in Germany to comply with
the VdS2463 (2007) standard, “Alarm Transmission for alarm signals (ATE)” and have been given a “G”
approval rating.

The IRIS-4 models certified to VdS2463 and for which this guide is applicable include IRIS-4 400, 420 and 440.
For compliance with this standard, the installer must set the terminal to operate in one of:

. VdS Intruder mode

. VdS Fire mode.

8.2 Installation

AddSecure provides a special VdS compliant enclosure and wiring kit that includes:
. Mounting points for the terminal.
. A tamper proof enclosure.
o A tamper detection switch.
e  Termination connector blocks and sense resistors for the connection and monitoring of the inputs from the
alarm system.
. An external relay for fire applications.
. Cable ties for strain relief.

The IRIS-4 terminal must be used with this enclosure and powered from the Intruder Alarm System Alarm
Control and Indicating Equipment (IAS-CIE). This additional power consumption must be considered when
calculating the standby duration.

Note: If these conditions are not followed, then the installation will not comply with VdS2463.

For VdS 2463 compliant installations, the terminal must be set to use only the pin inputs. The dial capture (2
wires) interface cannot be used as it is not compatible with the VdS terminal protocols.

The terminal can be set to operate in conformance to VdS 2463 in either VdS Intruder or VdS Fire mode.

Follow this procedure to set the pin inputs for these modes:

1 Follow the instructions in chapter 4 “Basic Setup” and chapter 5 settinas .
M o o, . ) Farel Interface |
Configuring the terminal” to configure the terminal. Blarm Ouerride |
. Exftra Featurez |
2 Go to Settings «Extra Features» menu. Incomina TF Addrs. |
ih_lnFuts |
3 Tick «VdS 2463 Fire» or «VdS 2463 Intruder» as required. Eack |
4 Go to Settings Pin Inputs.
i i i i Extra Features
5 Enter the appropr|ate mes”sa.ge.s and fonﬂguratlons for the pins to Set 7 Unoet s
be used, see section 6.13 “Pin inputs”. [~ |EN54-21 Fire
| |UDS 2463 Intruder
6 Enable tamper detection on all used input pins, except pin 1, to | |UDS 2463 Fire
o . . . . Ilka mode + PSU v
enable monitoring of the inputs with the end of line resistors (see Back )
section 6.13).
7 Disable unused pins, then click «Back».

Note: To conform to the VdS standard, shielded cables shall not be used for interconnection with the
Intruder IAS-CIE.
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8.3

VdS mode operation

In VdS modes, these changes are made to the way the terminal functions:

Voltage thresholds on the inputs that determine the alarm and restore detection levels are changed to
conform to VdS2463 requirements.

Tamper detection parameters on the inputs are changed to conform to VdS2463 requirements.

Ethernet failure detection de-bounce time is 20s (normally 30s).

The polling period over Ethernet or cellular is fixed at 8s, despite the rate requested by the ARC.

Relay A indicates an ATE fault, such as a transmission path failure, by going open circuit.

Relay B indicates a transmission failure of an input pin alarm by going open circuit.

Relay C indicates an ATE fault, such as a transmission path failure, by going closed circuit (Intruder mode) or
open circuit (Fire mode).

In the VdS Fire mode only, Relay D indicates successful transmission of alarms on inputs 2 and 10 (which is
designated for Fire) by going open circuit.

8.4 VdS Intruder Applications

The relays are assigned as follows:

Relay A: ATE fault (normally closed)
Relay B: NAK (normally closed)
Relay C: Fault indicator (normally open) — to be connected to the indication device

selected for this installation.

Relay D: User defined

The input pins are assigned as follows:
Pins1to7,9to 16: User definable

Pin 8: Tamper switch

The intruder alarm signaling shall be connected as illustrated below:
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Alarm Panel —— —— IRIS-4 440

Each alarm,
pins1to7,9to 16
ALARM

<
<
| Pin
OUTPUT ‘_\) Ground

T-block

15K 4aK7

FAULT

D Relay A
D Relay B

A A

NAK

A A

Relay D
Fault

Indicator <
<+

(Powered)

Relay C

Tamper
switch
(normally
closed)

- | Pin8
- Ground
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8.5 VdS Fire Applications

The relays are assigned as follows:

Relay A: ATE fault (normally closed)

Relay B: NAK (normally closed)

Relay C: Fire ATE fault (normally closed)

Relay D: Fire Alarm Receiving Equipment (ARE) ack (normally closed)

The input pins are assigned as follows:

Pins 2 to 16: User definable

Pin 1: Fire
An additional external relay with a voltage rating that matches the voltage of the FASCIE equipment is
required:

For 12V equipment: relay item = OMRON G2R-1-T 12VDC

For 24V equipment: relay item = OMRON G2R-1-T 24VDC

The fire alarm signaling shall be connected as illustrated below:

Alarm Panel — — IRIS-4 440

Each alarm, pins 1, 3
to 9, 11 tol5

ALARM | Pin

OUTPUT Ground

T-block
{ Pin 10
Ground
15K 4K7 Manual -
call point D

(normally
closed)

FAULT D [I Relay A
<
<
NAK b D Relay B
l
ACK < >|:|
Relay D
FA - < d Y
FA + < l:
T-block | :]:I Relay C

External
relay
(normally

closed) —! Pin 2
Ground
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8.6

Conformance to VdS2463

For conformance to the VdS2463 standard, the following must apply:

1.
2.

w

Installation should conform to the instructions set out above.

Access to all configuration parameters on the terminal, including the addresses of the Alarm Receiving
Equipment (ARE) is restricted by use of an installer password. A default installers password (111111) is set
as a factory default. This must be changed to another 6-digit number, preferably during installation, or
later.

Shielded cables should not be used for interconnection with the IAS-CIE.

Faults on the inputs to the terminal that act as interfaces to the alarm system will be reported to the alarm
receiving equipment as SIA code NT9107, and a restore as SIA code NR9107. Note these codes can be
modified on the alarm receiving equipment if so required.

If the terminal shares IP transmission facilities with other systems, this should be arranged so that routing
of messages to and from the terminal is given priority higher than other messages.

The status of the terminal inputs that act as interfaces to the alarm system is sent to the ARE whenever the
terminal is started or restarted. These are indicated as either “activated” or “not activated” and can be
viewed by the operator of the ARE as required.

The serial communication lines must not be the primary signaling method. They may, however, be used for
additional information.

Remote activation of relays via the ISA receiver at the ARC is prohibited when in VdS mode.
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9 Trouble reporting and test

9.1 Trouble report

. . . . . AcIP T inal
If there are problems with the terminal installation, these will be shown under °1R15.94rm414nga
the option “Status - Trouble” on the welcome screen as trouble reports. This vd.15.0
chapter explains the possible trouble reports that can be displayed. Status - Trouble
Installers Menu

Trouble Report Explanation

Ethernet disconnected Not connected to the Ethernet network.

Action: check the Ethernet cable and cabling all the way through to the other
end (Router / Switch).

Wi-Fi disconnected Not connected to the Wi-Fi network.

Action: check that the Wi-Fi router is working satisfactorily.

Ethernet polling fail Unable to poll via the Ethernet network to the ARC’s ISA receiver system.
Action: check ARC IP address, confirm Ethernet router external WAN connection
and firewall setup.

Wi-Fi polling fail Unable to poll via the Wi-Fi network to the ARC’s ISA system.

Action: check the Wi-Fi router is working satisfactorily and that it connects to
the Internet.

PSTN not connected Not connected to the PSTN network.

Action: check all the connections in the PSTN wiring.

Not registered Not able to register to the cellular network which normally means the SIM card
has been disabled.

Action: check with SIM provider.

2/3/4G Polling fail Unable to Poll via the cellular network to the ARC’s ISA receiver system
Action: check ARC IP address, SIM card is enabled for cellular machine-to-
machine data (M2M) and Access Point Name (APN) is correct.

SIM card not fitted SIM card not being seen in the IRIS-4 4xx unit
Action: check that the SIM card is correctly fitted, and that the connection is OK.
SIM pin number required SIM card has been setup for a Pin number and no SIM PIN entered in

configuration
Action: Confirm the correct SIM PIN with the SIM provider and enter.

SIM Pin number error Current SIM PIN entered in the configuration is invalid
Action: confirm correct SIM PIN with SIM provider and confirm entered
correctly.

Poll failed The terminal cannot poll over any path

Action: check correct ARC IP address entered, and communication paths setup.
Pin Fault on pin** Indicates that the terminal has been set to monitor for tampers and is in an
open or short circuit tamper condition.
Action: check cable/resistors connections.
Fault on serial port The terminal is setup to monitor serial but is seeing no activity on the serial
connection
Action: check setup of the terminal / panel and physical connection.

Fault on dial port The dial port is showing a fault, either open or short circuit.
Action: check that the 18K sense resistor is correctly fitted across the two-wire
connection to the alarm panel.

Fault on RS485 The RS485 connection is not working satisfactorily.
Action: check the RS485 connection to the panel.
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Fail to communicate (FTC) A terminal input change has occurred, and this event failed to communicate to
the ARC.
Action: check all communication paths are working, and configuration is correct.
Also check with the ARC that they have no known issues with received alarms
(e.g., IRIS Poll engine receiver fault).

EEPROM The terminal has a possible hardware issue and cannot see the EEPROM. The
EEPROM stores all local parameters for protection against power failure.

Tamper detection Tamper switches or case tamper input has been activated.
Action: check enclosure for incorrect fitting.

Replace batteries The batteries have failed the load/health test, performed automatically by the
terminal, indicating a lack of storage capacity.
Action: replace batteries

Low battery The batteries are discharged and will soon cease to power the terminal.
Action: Ensure mains power is restored and start a full battery charge.

Mains fail The mains power supply has failed.
Action: troubleshoot the mains power supply and switch back on.

9.2 Test Installers Menu
. . L . . . Tnztallztion Wizard
This option tests communication paths and is available directly from the Settings
Installers Menu. Click «Test» to access the test options. =TT Helﬂgﬁk =TT
EECE |
Test
Test
isable &-5-915
E:‘-{l E ]
9.2.1 Test

The Test option checks polling and alarms on the enabled communication paths. The table below explains
the tests that can be carried out and possible errors. Click «Test» to start these tests.

Results and explanations

Checking Ethernet | Connected: Confirms that the terminal is connected to the Ethernet network.

Disconnected: Means that the terminal is not connected to the Ethernet network

Action: check the Ethernet cable and cabling all the way through to the other end (Router/Switch).
Checking IP IP address OK; Confirms the terminal has a valid IP address
address No IP address: Check whether DHCP/fixed IP is correctly configured.
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Results and explanations

Test polls

Test alarms

Checking Wi-Fi

Cellular registration

Checking PSTN

Dial Port

These can be carried out for Ethernet, cellular and Wi-Fi network interfaces.

Successful: The terminal successfully polled the ARC ISA receiver system over the network.

Polling disabled: Configured not to poll over the network; check ARC IP address and account number
entered.

Connection failed: did not connect to ARC.

Action: check that the ARC IP address is correct and confirm that the router's external WAN connection
and firewall are set up.

Connection made, poll fail: Connected to the ARC ISA but rejected.

Action: check that the correct account number has been configured at the ARC ISA receiver and that the
correct account number is entered in the terminal.

Connection made, authentication failed: Connected to the ARC ISA but rejected due to invalid security
key.

Action: check that the correct account number was entered in the terminal. If a replacement terminal
was installed, the ARC will need to perform a «Reload Parameters» on the ISA receiver interface.
These can be carried out for Ethernet, cellular and Wi-Fi network interfaces.

Successful: Test alarm reported successfully to the ARC.

Connection failed: not able to connect to the ARC over the network interface

Action: check with the ARC.

Connected: Confirms that the terminal is connected to a Wi-Fi network.
Disconnected: The terminal is not connected to a Wi-Fi network.

Action: check that the Wi-Fi router is working. Restart the router.

Registered: The terminal is connected to the cellular network.

Not registered: The terminal is not registered to the cellular network.

Action: check that the SIM card is enabled and inserted correctly into the SIM card holder, that the
antenna is connected, and the signal strength is above the minimum signal strength.
Connected: Confirms that the PSTN connection is OK.

Disconnected: Means that the PSTN connection is not OK.

OK: Dial port monitoring is working correctly.

Fault: Dial port monitoring is not working.

Action: Check that the sense resistor wiring is correct.

9.2.2 Disable Cellular

This option lets you simulate a cellular fault so the ARC can check that the operators receive the path fault

event.

Note: To prevent a situation where the installer forgets to switch it off, which would disable cellular
communications, this mode stays operational for 1 minute and then automatically switches off.
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10 Maintenance

There is generally no requirement for any onsite maintenance on the IRIS-4 product range, except those that
contain batteries, where the battery status should be checked yearly (see below). However, all the
procedures described below are advisable.

10.1 Checking for faults

Check that the SYS LED is steady and not indicating a fault - see chapter 3 “Circuit board layouts” for the SYS
LED status indications. If the SYS LED indicates that there is a fault, then further information can be obtained
from the touchscreen as described in section 9.1. “Trouble Report”. Identify and correct the fault.
Communications tests can be carried out as described in section 9.2 “Test”.

10.2 Checking battery status

The terminal will report battery problems via the fault reporting as above. This will indicate batteries should
be replaced or the charge is low.

10.3 Upgrading software

Upgrade the software in the terminal if there is a later version available. The availability of updated software
can be found by running the Installation Wizard up to “Checking S/W Version”. The software can be updated
at this point if required by clicking on <<Reflash Now>>.

10.4 End to end tests

Carry out end-to-end alarm tests from the alarm panel to the ARC to check that the complete system is
operational.

If the terminal is using multiple paths, check that alarm transmission is still operational when just one path is
connected. Repeat the test for each path. Note that a cellular path fault can be simulated as described in
section 9.2.2 “Disable Cellular”.
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Wi-Fi (if applicable)

Standard

Connection

Fault detection

Ethernet (if applicable)

Standard

Connection

IP addressing

Fault detection

Cellular (if applicable)

IRIS-4 models (from REV A25)
LTE (4G) Catl

UMTS (3G)

GPRS (26)
IRIS-4 240AP

LTE (4G) Catl

UMTS (3G)
IRIS-4 models (up to REV A24)
LTE (4G) Cat4

UMTS (3G)
GPRS (2G)
Connection

Fault detection
IP
TCP ports (outbound)

Alarm transmission
Interface to Monitoring Center

Dial capture interface to alarm panel
Serial interface to alarm panel

PIN Inputs interface to alarm panel

Alarm protocols

Tamper detection reporting to
Monitoring Center
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IEEE 802.11 b/g
2.4GHz b/g/n with internal PCB chip antenna

Loss of association/data

UTP 10/100 Base T with auto-negotiation
RJ45 socket for CATS cabling

Dynamic (DHCP) or fixed

Loss of Ethernet synchronization

B28A(700MHz), B20(800MHz), B8(900MH?z)
B3(1800 MHz), B1(2100MHz), B7(2600MHz)
B8(900MHz), B3(1800MHz), B1(2100 MHz)

B8(900MHz), B3(1800MHz)

B28(700MHz), B5/B26/B18/B19(800MHz)
B8(900MH?z), B3/B9(1800MHz), B1(2100MHz)
B5/B6/B19(800MHz), B8(900MHz), B1(2100MHz)

B20(800MHz), B8(900MHz), B3(1800 MHz)
B1(2100MHz), B7(2600MHz)

B8(900MHz), B1(2100 MHz)

B8(900MHz), B3(1800MHz)

SMA socket for antenna

Loss of registration with network

53165 (Alarms and Polling)
51292 (Diagnostic and Reflashing)
10001 (Upload/Download)

ISA or IRIS Management Suite via EN 50136-2 pass-through mode

Two-wire interface via terminal block

RS485, TTL, RS232, RS232

Note: cabling must not exceed 3 meters

Maximum input voltage range 0OV to +24V

Input ‘low’ (alarm) threshold < 1V Note: Cabling must
Input ‘high’ (restore) threshold > 2V not exceed 3 meters
Internal pull-up impedance 10K to 3.3V supply

SIA (level 1 to 3) reference SIA DC-03-1990.01(R2003.10)

Contact ID reference SIA DC-05-1999.09

FF (Scancom)

Robofon (Dial capture only)

Telim (Dial capture only)

CESA (Dial capture only)

Dial capture interface

Serial Interfaces

Pininputs

Lid & back tamper (cased units, apart from IRIS-4 50)
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Fault reporting to Monitoring Center

Relay outputs
Maximum operating voltage
Maximum current rating
Power supply
Supply voltage

IRIS-4 160

others
Typical current

IRIS-4 50 (DS2220)

[RIS-4 160
IRIS-4 200/220/240

IRIS-4 400/420/440

IRIS-4 400/420/440G

IRIS-4 620/640

IRIS-4 620D/640D

Maximum current
Recommended external PSU

Environmental
Operating temperature range
Operating humidity range

Tamper input (where fitted)

Transmission interface/path fault

24V DC
100mA DC

9V to 15V DC
9V to 28V DC

At12VDC: 80mA

At24VDC: 40mA

At12VDC: 83mA

At12VDC: 138mA/110mA/153mA
At24VDC: 78mA/63mA / 86mA
At12VDC: 157mA/120mA /160mA
At24VDC: 87mA/68mA / 89mA
At12VDC: 122mA/130mA/137mA
At24VDC:  63mMA/69mA/73mA
At12VDC: 68mA /89mA

At24VDC: 55mA/76mA

At12VDC: 134mA /142mA
At24VDC: 58mA/81mA

At 12V DCand 24V DC: 1A

=== 12V DC 1A 12 Watt

Note: The Radio Equipment Directive states that the length of the
power cable may only be a maximum of 3 meters long.

-10°Cto 55°C
95% max., non-condensing

Weights and dimensions: IRIS-4 50 (DS2220)

Physical dimensions
PCB weight
Fully packaged weight

Weights and dimensions: IRIS-4 160

Physical dimensions
PCB weight
Fully packaged weight

Weights and dimensions: IRIS-4 2xx

Physical dimensions
PCB weight
Fully packaged weight

Weights and dimensions: IRIS-4 4xx

Physical dimensions
PCB weight
Fully packaged weight

Weights and dimensions: IRIS-4 6xx

Physical dimensions
PCB weight
Fully packaged weight

87mm x 55mm x 16mm
85 grams (with wire harness)
200 grams

11cmx17.5cmx4.5cm
400 grams
600 grams

19cmx13cmx4cm
550 grams
750 grams

14cmx11.5cmx 1.5cm
300 grams
500 grams

12cmx9cmx 2cm
60 grams
160 grams
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12 Conformance

The European standards that each terminal is compliant to are listed in the Quick Installation manual
included in the terminal packaging. They can also be found on our website ‘AddSecure.com’.
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Appendix 1: Setting up the IRIS Toolbox

The IRIS Toolbox lets you use a PC to configure or change settings on a terminal. One of the features offered
is access to a terminal’s ‘virtual’ touchscreen so the instructions in this manual can be followed on a terminal
that does not have a physical touchscreen. IRIS Toolbox is compatible with Windows 10.

Starting the IRIS Toolbox

Begin by downloading the toolbox from AddSecure (use this URL “https://www.addsecure.com/product/iris-
toolbox”). Install the toolbox. Connect the terminal to the PC using a USB cable with a micro-USB connector.
Now open the toolbox.

IRIS Toolbox immediately scans to see if it can connect to a terminal and shows the results on this screen:

ClICk on the Connection, then CliCk «Connect». ‘ Connection Name Connection Type  Connection State  Account Na.
‘ Chiron Adaptor (COM6)  USB Available
[] Listen for Remote TCPAP Connections Connect

. . Terminal Model: IRIS-4 440 v4,15.0
The toolbox now asks for a password with this screen:

Please Enter Password:

Itaclory default Continue...

Serial Number: T4442A1520030894
The default password is “factory default” so simply click
«Continue» and this screen is displayed showing the details of the terminal.

(,,\ o = =2
Click on “Remote

Touchscreen” in the top menu IRIS ToolBox

bar.
ThIS dISp|ayS the V|rtua| Alarm Panel Information Cellular Information Current Status
. | h Account Name / Number User ID Alarm Panel
termlna tOUC screen: ARC No Alarm Panel Not Pétected
Monitoring Center IP Address Password Network
10.10.10.2 ISDN Not ilable
Access Point Name (APN)
«/ Cellulpf Registered
[] Enable Enhanced Roaming ernet Not Enabled

Signal Strength 23 (Registered)
E—

PSTN Not Enabled

Network In

[] Enable Ethernet [] Enable PSTN
or

Enable WiFi [ Enable Cellular

DHCP Manual Entry

Click on the touchscreen and
the terminal Welcome screen
will be displayed.

You can now proceed as described in the main sections in this document from 4.2.4 onwards.
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Appendix 2: Abbreviations used by AddSecure

Abbreviation ‘Description

AOIP Alarm over IP

APN Access point name

ARC Alarm receiving center

ARE Alarm receiving equipment

ATE Alarm transmission equipment

ATS Alarm transmission system

AUTO Automatic

CID Contact ID (An alarm format engineers will know as CID)

CIE Control and indicating equipment

ComlP A Texecom product reference

csQ Cellular signal quality

DCE Data Communications Equipment

DHCP Dynamic Host Configuration Protocol

DTE Data Terminal Equipment

EN A reference to standards published by the CENELEC, the European
Committee for Electrotechnical Standardization

ESPA European Selective Paging Manufacturer's Association, publishers of pager
related standards

EXP Expansion circuit board for IRIS terminals

FF Fast format (alarm format)

FTC Failure to communicate

HHL A panel manufacturer

IAS-CIE Intruder Alarm System Alarm Control and Indicating Equipment

IP Internet protocol

ISA IRIS Secure Apps (a receiver system for IRIS terminals used by ARCs)

IT Information technology

LAN Local area network

PCB Printed circuit board

PIN Personal identification number

ProSYS Type of alarm panel

PSTN Public Switched Telephone Network

PSU Power supply

PWD Password

RP A SIA alarm format event code

RX RS232 signal reference

SIA Security Industry Association, publishers of standards for alarm
communication

SIM Subscriber Identity Module (ETSI GSM technical specification)

TCP Transmission Control Protocol used over IP

TTL Serial communication electrical level

UDP User Datagram Protocol used over IP

USR Username

VdS German standards organization

VPN Virtual private network

WAN Wide area network

XSIA A proprietary alarm format based on SIA but extended
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Appendix 3: Enclosure T-NG-ENC2

This enclosure is suitable for installations using the IRIS-4 4xx or IRIS-4 6xx terminals that need to comply
with EN standards for Fire and Intruder applications. A variant (T-NG-ENC2A) is available which also has an
antenna included.

Specification:

Height 25.5cm

Width 25.5¢cm

Depth 10.1cm

Weight 1450 grams (additional 215 grams for the antenna and bracket for the T-NG-ENC2A)
Colour AL9003 (White)

Accessories

The enclosure comes with the following accessories:

Qty ltem

10 Soft rubber grommets with membrane, to fit in knockouts

2 Plastic insulating bushes for use with antenna

N
o

Resistors 15K for terminating inputs (see Settings -> Pin inputs section) to detect tampering

N
o

Resistors 4.7K for terminating inputs (see Settings -> Pin inputs section) to detect tampering

Tamper switch with 35cm wires attached.

Tamper arm (long)

Tamper arm (short)

Grounding cable (already installed)

Pack of 4 x 14mm wall spacers

8x60 screws and plugs

Cable ties

[N e N KO, I N Y AR AR

Antenna with cable and bracket (T-NG-ENC2A)

Installation instructions

There are two methods for wall mounting the enclosure:
e Using wall spacers provided to give space behind the enclosure. The long tamper arm is provided for
this option.
e Without the wall spacers. The short tamper arm is provided for this option.

Remove those knockouts required for external access for cables to the terminal to be fitted within the
enclosure. Fit rubber grommets to the holes where the knockouts have been removed. Knockouts must not
be used in the vicinity of the Ethernet and antenna connections on the terminal, to prevent unplugging of
the related connectors.

Fix the enclosure in the location required using the screws and plugs provided, using either method as
above.

Fix the terminal within the enclosure using the stand-offs provided with the terminal and the pre-punched

holes within the enclosure. Do not use the self-adhesive feet provided with the terminal. Connect the
terminal as required (see Basic Setup section).
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Fit the tamper switch with bracket (either long or short depending on whether the wall spacers have been
used). As shown below, and connect to the tamper inputs of the terminal.

For the T-NG-ENC2A the antenna can either be mounted with the bracket provided or removed from the
bracket and fitted to the enclosure using the knockout on the top of the enclosure. When installed on the
enclosure fit the insulating bushes supplied.

All cables (e. g. tamper switch, Ethernet, antenna) must be secured with cable ties, to prevent easy capture
and tampering of the wires. Use the cable ties provided and the cable tie clip points in the base of the
cabinet.

Once the terminal is installed and working, close and lock the cabinet lid.
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Appendix 4: Panel Specific Protocol Handling (Emulation Mode)

A4.1 ESPA

IRIS-4 4xx series Alarm over IP terminals have been tested and certified to conform to the EN54-21 standard
for fire alarm transmission systems. This is in addition to conformance to intruder alarm standard EN50136.

To complement this functionality for fire alarm systems, the terminals also support the ESPA 444 protocol on
their serial RS232 interfaces. This protocol is commonly used by fire alarm panels for communications with
pager and other text transmission systems. In this mode, display messages sent by the panel over the ESPA
protocol are transmitted by the terminal to the IRIS Secure Apps receiver at the ARC as SIA formatted
messages.

The installer can also embed standard SIA format events and zone numbers within the text message so that
the ARC has precise event and location information on which to act as well as the text string.

Please note: Any installation of the IRIS Touch 4xx for fire alarm transmission that is required to comply with
EN54-21 should be installed in accordance with the instructions in the ‘Installation for EN54-21:2006
compliance’ section of this document. This requires that ‘Fire’ and ‘Fault’ inputs should be wired from the
panel to the terminal with acknowledge and fault signals wired back from the terminal. This is necessary as
the ESPA protocol does not provide any alarm transmission acknowledgement signal back from the terminal
to the alarm panel.

A4.1.1 Enabling the ESPA interface

The ESPA functionality on the serial interfaces of the terminal is enabled via the touch screen settings
menus, Panel Interface->RS232 (x)->Emulation mode, where x can be ‘1" or ‘2",

Emulation Mode
DSC SHN4441 -
v |Espa
ESPA Settings ]
HHL
HHL Plus v
Back |

Note that ESPA cannot be set for both serial ports simultaneously. If ESPA is selected for port 2 whilst it is
enabled for port 1, then port 1 is set to ‘Normal’ and vice-versa.

When ‘ESPA’ is selected, button ‘ESPA Settings’ gives access to additional ESPA specific settings.

ESPA Settings
v |SIA [ ]4SIA
TEF Mode
v |E2E Ack Mode

Back |

A4.1.2 Connection to the fire panel

The connection to the alarm panel is from the 3-wire RS232 interface header on the terminal. The
connection at the alarm panel end depends on the panel itself. The baud rate for the terminal must be set to
the same as that used by the panel.
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A4.1.3 Conversion of ESPA display messages to SIA format alarms

When the terminal receives an ESPA message from the panel, it extracts the Display Message (identified by
the ESPA Data Identifier 2). It converts it to 2 x SIA format messages which are sent to the ARC. As default
the first message is a SIA Event Code ‘FS99’ (Fire Supervisory zone 99). The second message is the display
text identified as a SIA ‘Ascii” message. For example:

ESPA Display message: “Detector Fault”
SIA messages: “NFS99”, followed by “ADetector Fault”

If required, a SIA event message can be embedded at the start of the text by surrounding the event string
with ‘#...”# . This replaces the default ‘FS99’. For example:

ESPA Display message: “#FA222#Elevator switch room”
SIA messages: “NFA222”, followed by “AElevator switch room”

Note that as SIA messages can be a maximum of 63 characters, each string should be a maximum of 63
characters long. Any messages longer are truncated to 63 characters.

A4.1.4 Setting SIA/XSIA

If ‘XSIA” is selected, the format of messages (as in the sample above) is changed to a single message:
ESPA Display message: “Detector Fault”

SIA messages: “NFS99* Detector Fault’NM”

A4.1.5 Setting TEF Mode

This setting is for use with TEF Fire alarm panels. With this setting enabled, the terminal extracts from the
ESPA message the Call Address (identified by the ESPA Data Identifier ‘1’) and the Beep Coding (identified by
the ESPA Data Identifier ‘3’). These are used to determine the SIA Event Code and Zone Number sent to the
ARC, as follows:

Call Number SIA Event Code and Zone Number
999 FAOOO
998 UX000
997 FTO00
996 QA000
995 Depends on Beep Coding, as below
Beep Coding SIA Event Code and Zone Number
1 FAOOO
2 UX000
3 FTO00
4 QA000
5 FBOOO
6 YOO000
7 FI000
8 YOO000
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A4.1.6 Setting E2E Ack (End to End Acknowledgement) Mode

In this mode, messages from the panel are not acknowledged with an ACK until they have been sent to the
ARC and receipt has been acknowledged. If for any reason the messages cannot be sent to the ARC, or
transmission fails, then a Negative Acknowledge (NAK) is returned to the panel.

In this mode the terminal operates with a window size of 1, so the panel must not send another message
until the previous one has been responded to with an ACK or a NAK.

If Limotec mode is selected, this mode is set automatically and cannot be changed.

A4.1.7 Trouble Reporting

The terminal monitors the ESPA Interface and if no poll is received from the panel for 30s a ‘serial interface’
trouble report is sent to IRIS Secure Apps receiver at the ARC. This requires the tick box ‘Serial’ to be ticked
for this terminal on IRIS Secure Apps.
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A4.2 Alarm Panels Using SIA DC-09 Protocol

Terminals with dual Ethernet connections can support alarm panels that use the SIA DC-09 protocol (SIA
Digital Communication Standard — Internet Protocol Event Reporting, SIA-DC-09-2021) over an Ethernet
connection. This is achieved by connecting the alarm panel to the Eth2 connection on the terminal and
configuring the terminal appropriately, using the Settings->Eth 2 menu.

Eth 2 DC-8%9
EtTlIEZ Sgitgh
ellular Bridsge DHCPSRV |~ |Fixed
Cellular Routed [
Vanderbilt SPC Eth 7 TP-Gateuay
v [DC-W9 Panel 1P
Back | Back |

In this mode the terminal will:

e Receive SIA or Contact ID format alarms from the DC-09 panel and forward them to an IRIS Secure
Apps receiver, in the same way as alarms received from an alarm PSTN dialler via the terminal’s Dial
Capture port. This includes transmission over a backup cellular path if the IRIS terminal is set to do
this.

e Respond to polls (NULL messages) from the DC-09 alarm panel.

e Monitor activity from the DC-09 panel and report a fault to the IRIS Secure Apps receiver if
communications from the panel stops.

e Handle encrypted messages from the DC-09 panel, as defined in the DC-09 specification.

Various options are available for compatibility with the panel connected, using the Panel Interface->Eth 2
menu:

Eth 2 DC-6%

DL-p9 EncryPrtion
Encrurtion Key
Poll Period
1P Port

Back ] Back |

These settings must match the settings in the panel.

A4.2.1 IP Addressing

When this mode is enabled, by default, the terminal Eth2 port is allocated IP address 192.168.1.254, so this
is the address of the Alarm Receiving Centre as far as the alarm panel is concerned. DHCP is enabled and the
panel will be allocated address 192.168.1.2.

If these IP addresses overlap with the IP address range of the IP network to which the terminal’s Ethernet 1 is
connected, the address of Ethernet 2 must be changed.

If the panel has been given a fixed IP address, this should be configured in the terminal so that it knows
where to send packets it forwards.
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A4.2.2 Panel Account Number

The alarm account number set in the panel should be the site account number set up at the ARC in which
the IRIS Secure Apps is located.

A4.2.3 Encryption

Encryption 5 1E2C£H?tiﬁ§_fgﬁ
_ elete
off 128 bit 415167 [ Clear
182 bit [~ |256 bit BISIAB] ( Cancel
CIDIEIF]( Save

Back ] DoBU4ALDBS4D /6BESEA29

AES encryption, as defined in the DC-09 standard, can be configured as Encryption off, key length 128 bit,
192 bit or 256 bit. The key must be set up with the appropriate number of characters, depending on the
number of bits 128 bits = 32, 192 bits = 48, 256 bits = 64. Note that because of the length of the key, which
cannot be displayed completely on the Touch screen, using the IRIS Toolbox provides an easier method of
setting the key.

A4.2.4 Poll Period

Poll Period
Davs [ 42
Hours [ 4]
Minutes [ 4]
Seconds [ 4]

ac [ Save

The terminal expects the panel to communicate, either with an alarm or a “NULL” message at the rate
configured here. If the terminal does not see a message within the time specified it will report a Peripheral
Serial Interface fault.

A4.2.51|P Port
IP Port
Y1813 | Delete
4lol6]| | Llear
112]15] |( Lancel
( Save
08114 |

This setting defines the IP port used for communications between the panel and the terminal, either using
TCP or UDP.
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A4.2.6 Operation with an Alphatronics UNii Panel

The UNii Manager configuration software can be connected to the alarm panel by manually connecting to
the IP address of the Eth 1 connection of the terminal.

Dialler IP Address

192.168.1.108 |

Back |

Traffic between the panel and the mySmartControl App will automatically be routed by the terminal
between the panel and the external IP network, via the Eth 1 connection with the cellular connection as
backup if the Eth 1 connection is not available.
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A 4.3 Operation with a Vanderbilt SPC Panel

Terminals with dual Ethernet connections can support Vanderbilt SPC alarm panels using the EDP protocol
over an Ethernet connection. This is achieved by connecting the alarm panel to the Eth2 connection on the
terminal and configuring the terminal appropriately, using the Settings->Eth 2 menu.

Eth 2 Vanderbilt SPC
Eth 172 Suitch
Cellular Bridse [ IDHCPSRV [~ ]Fixed
Cellular Routed
v Janderbilt SPL Eth 2 lP/Gateway
DL-1Y Panhel 1P
Back | Back |

In this mode the terminal will:

e Receive SIA format alarms from the SPC panel and forward them to an IRIS Secure Apps receiver, in
the same way as alarms received from an alarm PSTN dialler via the terminal’s Dial Capture port. This
includes transmission over a backup cellular path if the IRIS terminal is set to do this.

e Respond to polls from the SPC alarm panel.

e Monitor activity from the SPC panel and report a fault to the IRIS Secure Apps receiver if
communications from the panel stops.

A4.3.1 IP Addressing

When the Vanderbilt SPC mode is enabled, by default, the terminal Eth2 port is allocated IP address
192.168.1.254, so this is the address of the Alarm Receiving Centre as far as the alarm panel is concerned.
DHCP in the Terminal is enabled and the panel will be allocated address 192.168.1.2. DHCP should also be
enabled in the alarm panel.

If these IP addresses overlap with the IP address range of the IP network to which the terminal’s Ethernet 1 is
connected, the address of Ethernet 2 must be changed, and this will result in a new IP address being given to
the panel. The panel should be restarted to ensure it gets this address.

The Network Protocol should be set to TCP/IP and the Alarm Receiving Centre port should be set to 58212 in
the SPC panel.

If the panel has been given a fixed IP address, this should be configured in the terminal so that it knows
where to send packets it forwards.

A4.3.2 Panel polling

The IRIS Terminal checks every 30s that the panel is communicating with it, so the panel poll rate should be
set faster than this, for example every 10s.
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A4.3.3 Web access to the panel

The panel web page can be accessed by using a PC on the same LAN segment as the terminal Eth1
connection. Direct the browser to the IP address of the terminal Eth1 connection and the request will be
forwarded to the panel on Eth2., with the panel responses on Eth2 forwarded back to the browser.
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Appendix 5: Default Alarm Messages Generated by the Terminal

A5.1 Pin Input Alarms

Event description SIA Format SIA Format | Contact ID

Alarm Restore Event Code

Message message
1 Fire alarm zone 1 NFAO1 NFRO1 110 00 001
2 Panic alarm zone 2 NPAO2 NPRO2 120 00 002
3 Burglary alarm zone 3 NBAO3 NBRO3 130 00 003
4 Open/Close zone 4 NOPO4 NCLO4 400 00 004
5 Equipment fault zone 5 NIAO5 NIRO5 300 00 005
6 Burglary bypass zone 6 NBBO6 NBUO6 573 00 006
7 Burglary verified zone 7 NBVO7 NBRO7 139 00 007
8 Tamper alarm zone 8 NTAO8 NTRO8 137 00 008
9 AC Power trouble zone 9 NATO9 NAR0O9 301 00 009
10 Fire trouble zone 10 NFT10 NFJ10 380 00 010
11 Emergency alarm zone 11 NQA11l NQR11 101 00 011
12 System battery trouble zone 12 NYT12 NYR12 302 00 012
13 Medical alarm zone 13 NMA13 NMR13 100 00 013
14 Untyped alarm zone 14 NUA14 NUR14 323 00 014
15 Untyped alarm zone 15 NUA15 NUR15 323 00 015
16 Untyped alarm zone 16 NUA16 NUR16 323 00 016

A5.2 Voice call alarm

Event SIA Format SIA Format Restore | Contact ID Zone no.
Alarm Message | Message Event Code

voicecall  scg3nviice calln None 140 00 093

alarm

page 78 IRIS-4 Technical Reference Manual 6/2/2026



A5.3 General Alarms

TRIS-4

by ADDSECURE

The alarms shown below are generated by the terminal. Some other alarms that relate to the terminal are

generated and sent by the IRIS Secure Apps system to which the terminal is reporting. These include

communication and interface status events. See IRIS Secure Apps documentation for more information.
However, if the terminal is reporting using the DC-0 protocol, these are generated by the terminal itself.

SIA Format Alarm

Message

SIA Format Restore
Message

Contact ID
Event Code

Group

Zone no.

Battery fault NYT96”Battery low” NYR96”Battery restore” 302 0 96

Battery test failure NYP96”Battery test fail® NYQ96”Battery test OK* 309 0 96

Engineer access NLB977Iris engineer”® NLX977Iris engineer” 627 0 97

Engineer test alarm (via NRX98~Cellular test N/A 602 0 98

Cellular) alarm?

Engineer test alarm (via NRX99/Ethernet test N/A 602 0 99

Ethernet) alarm

Engineer test alarm (via NRX94AWifi test alarm” N/A 602 0 94

WiFi)

Mains fail NYP95”Power fail? NYQ95”Power restore” 301 0 95

Pin fault (tamper) NETxx (xx = pin number NERxx (xx = pin number 330 0 Pin number 1-
01 to 16) 01 to 16) 16

Regular test alarm NRP92AIris test alarm” N/A 602 0 92

SIP registration over NLT87ASIP registration NLR87ASIP registration 350 0 87

Cellular over Cellular fail® over Cellular restore”

SIP registration over NLT89ASIP registration NLR89/SIP registration 350 0 89

Ethernet over Ethernet fail® over Ethernet restore”

SIP registration over WiFi NLT88ASIP registration NLR88ASIP registration 350 0 88
over Wifi fail® over Wifi restore”

Tamper input NTA99 Iris tamper” NTR997Iris tamper? 137 0 99

A5.4 Alarms generated when using DC-09 as the transmission protocol.

SIA Format Alarm

Message

SIA Format Restore
Message

Contact ID
Event Code

Zone no.

channel trouble

backup failure®

backup restore”

Ethernet connection fault NNT1017Ethernet Trouble | NNR1017Ethernet Restore | 350 0 110
- not connected to - connected to network”
network”
Cellular loss of regisration NNT102~Cellular Trouble - | NNR102*Cellular Restore 350 0 102
not registered with - registered with
network” network”
Wi-Fi connection fault NNT103*WIFI Trouble - NNR103~WIFI Restore - 350 0 103
not connected to connected to network”
network”
Dial port fault NNT1117Dial port Trouble | NNR111”Dial port Restore | 350 0 111
- with connection to - with connection to
panel? panel?
Serial RS232 (1) NNT1127RS232 1 Trouble NNR112~RS232 1 Restore | 350 0 112
connection fault - no comms from panel® - comms from panel?
Serial COM connection NNT113~Com port NNR113”*Com port 350 0 113
fault Trouble - no comms from Restore - comms from
panel? panel?
Serial RS232 (2) NNT1147RS232 2 Trouble NNR1147RS232 2 Restore | 350 0 112
connection fault - no comms from panel? - comms from panel?
RS485 connection fault NNT1107RS485 Trouble - NNR1107RS485 Restore - 350 0 110
no comms from panel® comms from panel”?
DC-09 IP Main channel NLT862DC0O9 Tx IP main NLR86”DCO9 Tx IP main 356 0 86
trouble failure® restore®
DC-09 Cellular Main NLT852DC09 Tx Cellular NLR85”DCO9 Tx Cellular 356 0 85
channel trouble main failure” main restore”
DC-09 IP Backup channel NLT847DCO9 Tx IP backup | NLR84ADC0O9 Tx IP backup | 356 0 84
trouble failure® restore®
DC-09 Cellular Backup NLT832DC09 Tx Cellular NLR83~DCQ9 Tx Cellular 356 0 83
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