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IRIS Secure Apps Remote Service App has been for developed for installers, service engineers and monitoring cer
staff to enable management of remote alarm panels conedatia the IRIS system.

The IRIS Remote Service App is an application that monitoring centres can operate for the staff or installers who
need to support alarm panels and similar equipment over IP. If an installer can manage alarm or fire panels with a
direct serial connection from a laptop, then the Remote Service App lets them carry out exactly the same operation,
but over IP.

This App can be used to gain access to diallers that are behind IP firewalls or connected via GPRS networks, witho
compromisimg the sites security or the security of the machine attempting to connect to the panel. The method used
to defeat the firewalls is seamless and easy requiring no special knowledge on the part of the operator.

The Remote Service App also means thatsitésah ya il £t t SN&A R2y Qi ySSR SELISyaa
same alarm panel specific management software can be used to connect to the panels as though they were directly
connected or connected through a digh modem.

The Remote Service App offehe following benefits:

1. Simplicity of connectiog anyone familiar with managingaimn panels via a local ser@nnection or dial up
modem will be able to do the same oveniRhout any special operatingrocedures.

2. Security of accessall access isontrolled by the high level of usgalidation and authenticatioprovided by
IRIS Secure Apps.

3. Security of communicationsall communication is encrypted using the same process as already implemented
within IRIS alarm transmission and is compliant whth highest requirerants of EN501361, Grade 4

4. Complete integration within Secure Appso additional third party software is required.

The Remote Service App can also be seen as an opportunity for monitoring centres to offer new services to their
instdler customers.

The IRIRemote Service App is applicationthat monitoring centres can operate for the stalf installersvho need
to support alarm panels and similar equipment over IP.

If an installecan managealarm or fire panels wh a direct serial connection from a laptop, thére Remote Service
App willlet them carryout the same operatiomver IP.

The installer camisethe same panel management softwaiteat is currently used for the alarm panethether it is
Titan for GE AT®emote Servicing Suite for Honeywell Gal&¥intex for Texecom, DLS for DSC or MX Remote for
Tyco fire panelsetc.

Even if the IP connection of the alarm system they want to talk to is behind a firéveaRemote Service Agpkes
care of this seamalssly.

The Remote Service App will operate with any installed site that uses an IRIS Touch alarm over |ecaohsguited
by either the Serial (RS232 or RS485) or dial capture port
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The App consists of two parts:

1

The IRIS Remote Service Server

Is a Sencehosted at the monitoring centre and controlled from within the IRIS Secure Apps syidtem.
component of the system behaves like a proxy server, routing communications between the alarm padels
connecting clients.

The IRIS Remote Service Client

This is the software that resides on the PC/laptop used by the installer or sengieeer. The client includes a
virtual COM port and the alarm panel management software is set to use th&s driplace of the existing COM
or modem driver.

The procesthat the Remote Service App goes through to make a connection is as follows:

1.

The operator opens the alarm panel management applicadioth requests connection to the appropriate
panel.

The Remote Service client connects to the IRIS Secure Apps Remate Server at the monitoring centre.

The Remote Service client pops up on the operators screen and asks the operator to enter their Secure Apps
user name and password. (This stage can be bypassed if the installer feagqred their codes in the client
configuration).

If IRIS Secure Apps has this user seftdhenticator validation, th@perator is requested to enter the
authenticator code.

The operator is requested to identify the account number of the remote system they wish to connect to.
(Alternatively this stage can be bypassed if ganel remote service software contains a phone number
directory ¢ the remote system account number is entered in the phone number location.)

The IRIS Secure Apps server now waits for the IRIS dialler on that acemilarro poll in. Whilst this is
happening the installer is shown time to complete on the Remote Service client.

When the IRIS dialler polls in, it is instructed to make a Remote Service call back to the IRISgpscure
server.

When this call is conneetl the IRIS Secure Apps server joins the two connections together and data is
transferred backwards and forwards transparently between the remote péigethe IRIRA | £ £ SNDa & ¢
and the panel management application.

When the call is cleared frothe panel management application, both sides of the connectimncleared
down.

The Diagram below shows the architecture of the system.

[ A

Installer

Remote Site

|

-p
oy

Alarm Panel } {Touch Dialler} ’ g} Internet
Upload / Download Software &

s -~ IRIS Remote Service Client

Monitoring Centre / ARC

IRIS Secure Apps 2012 & IRIS
Remote Service Server

Paged of 16



<i>ris Secure Apps”™

3. Remote Service App Client Setup

Z

When the Remote Service App starts it will ask you if you wish to setup reteivitSy G NBrastb § 5t 5
02

B
O2yyS8OiAz2yad 91 OK O2yyS80GA2y &2dz FRR 6Aff 0S5 vy

You do not have any receiving centers set up, would you like to do this now?

control, not complication

Conneclions

Connection Name User Name

Application Setlings

Enable Auto Logil

It is recommended you leave auto login disabled until you are comfortable the application pedsrempectedClick
save when you are done

You should now see the icon running in the system tray:
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In order to connect to a remote site the alarm panel management software must connect to the virtual serial port. Ir
order to find out what numberthe irdzc £ &SNALFf LIR2NI KIFI&a 06SSy | aaimGSR:
Remote Service Poit  dzy AFRBSNY &

5, Device Manager

File  Action Wiew Help
g 2 =R
= B ABROWNPCZ

+ :J Computer
+) e Disk drives
+ g Display adapters
41k DVDJCD-ROM drives
+ {28 Human Intetface Devices
+-4=) IDE ATAJATAPI controllers
+-z» Keyboards
+ ':)' Mice and other painting devices
+ L Modems
+ @ Manitors
—|- B Metwork adapters
B® Cisco Systems YPM Adapter
H8 Realtek PCIe GBE Family Cantroller
=% Ports (COM &LPT)
IRIS Remake Service Part {CC
5 Seridl On USE Part (COM3)
+ ﬂ Processors
+ cé 551 and RAID controllers
+-<p SM Driver
+-8), Sound, video and game controllers
+| e Storage volumes

4] iy System devices
+ Universal Serial Bus controllers

In the example above the port has been set to COM26. It may be necessary to change this if this port is not selectal

in your alarm panel mnagement software. Double click the port to change it and select the port settings tab and then
click the advanced button:

RIS R
RIS Remote Service P () Prope

General | Port Settings | Diiver | Detals|

Bisper sscond: v
dvanced Settings fo OM26
D el Use FIFD buffers [requires 18550 compatible UART)
Select lower settings to corect cannection problerns. -
-Cancel
[ Advanced. . ] [ Restore Defaults ] Select higher settings far faster perfarmance. -
-Defaults
Receive Buffer. Low [1] J High[14]  [14]
Transmit Buffer: Low (1] J High [1E]  [1E]
| . . |
COM Port Number: | COM25 v

You can change the number using the drop down box.

If the management software has a phone directory, you can set up the renasiglpin the normal way, except that
rather than set the phone number, set the account number/name of the remote site.
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Operation

4.1 IRIS Touch Serial RS232 connectionSBC Pro

This will then make the connection between t88C Pr&oftwarePC and th Remote Service server and connect
the Upload/Download session.

To establish a remote connection to the pagel will need to first start up and log into the SPC Pro software and

open up the relevant account you wish to connect to:

Once you have the acant open go to thé€onfig Mode Toolb&and click the Connect to Panel:

) File Options Advanced Help [BEE |
1
SIEMENS

Config Mode Toolbar - Offline

General

o @ summary [ 7 Zones | ) Aress | L SystemAerts | 1 XBUS | =] Keypad | [l Door Cantrolers | (B Doors
Status Connect To Panel
SPC6300 [Ofﬂlne Panel Status Informatlon] Ei
[&h N.B. The informatio v shows the pan & when connected to the panel.
=y
System Log Summary System Summary Ethernet
System Time : - MAC Address: -
Installation Name :
" ton tlame Cabinet Tamper : P Address:
B Installation 0: 1 Ak, Tamper 15— Netmask:
1P Address [DHCP Enabled] Aux. Tamper 2: - Gateway:  —
Panel Access Log Bell Tamper:  — Receive: -
Installer Name : Wireless Module : Transmit: -
= Installer Phone : Antenna Tamper : -
Power Modem1 Modem 1L
Setup Users
Areas: o Mains: - Modem Status : -
Users: 2 Battery: - TypeFitted:  —
Zones: o Battery Voltage:  — Line Status:  —
e — ]ncnmmg caHs -
Expanders : 0 - Inc mmmg Cal u d -
Keypads 1 AuxFuse: = c H -
Door Controllers: 0 Ext BelFuse: uumgmng el aaton: -
Int.BellFuse: — Faled Dial Attempts :
Firmware Version: 3.4.5
Panel /1 - X-BUS Modem?2 Modem 2Log
Cable Status: - Modem Status:  —
Expanders Online : - Offline ¢ - Type Fitted : -
‘Communication : - Line Status : -
[ Restore Al Alerts Cabinet Tamper 1 — Incoming Calls:  —
Antenna Tamper : = Incoming Call duration: =
o Refresh : RF nterference: Outgoing Cals: =
Fuse: Outgoing Call duration s~
B Full Engineer Mains: - Failed Dial Attempts 1~ —
Battery: - PSU:  —

Panel Settings

Communications

Advanced

INSTALLATION : L [100035] ‘language + English ‘

09:06

09/09/2015

¢KAA gAff GKSYy ONARYy3I dzJ GKS Wi2yys 8§ O (i corvecion i

W5 ANBONA I f w{HoHQ® bSEG 32 (2 (K W/ {| select Comms path: = A2Y

Connect to : 100035 [1]

number that the Remote Service App clientisusingizi R2 y2 4. KA {

(2 1P Connection - 10.10.10.193
() Direct - USB
(@) Direct - Serial R5232
(7) Modem 1 - [100035]
Modem 2

Comport: 5 -
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. REMOTE SERVICE APP

Please Log In

Receiving Centre  [SATEST -~
User name  [[iTean|

Password  sess

a2l IRIS Secure Apps Remote Service App =B e

%is Secure Apps control, not complication

REMOTE SERVICE APP

Please Search For A Dialler

100035
100035 -0

a2l TRIS Secure Apps Remote Service App B

?ﬁs Secure Appg control, not complication

REMOTE SERVICE APP

Current Status

Current Connection Type: Virtual Serial
Connection Status:  Dialler Connected

Account Name: 100035

Baud Rate: 9600
Current Data Rate: 0 Kbps (tx) 0 Kbps (x)

Connectien Time:  00:03:05

4l TRIS Secure Apps Remote Service App B

L O,

ifris Secure Apps”

Now go to the IRIS Remote Service Client software which will be located in
the system try and open this up

You should now enter in you login details for the Secure Apps Sehieh
would have been sygied by the Monitoring Station

Once you have logged iy will be presented with theidller search box
Pease enter in the IRIS Secuspps account number for the site that you are
trying to connect to, for example 1035

You will now see the progress of the connection, which will be completed the
next time the remote dialler polls in to the Secure Apps system at the
monitoring centre.

hy®8 GKS / dNNBy G { Gl (i gebacktPesSPC Br® A | €
software and on the€onnectio®? 2 LJiA 2y Of A0l W/ 2yySCcC

You wil now beconneD i SR YR &SS (i lo&QyslON2INHFahdA a
be able to use theSPC Preoftware as per aormallocal serial connectian

Config Mode Toolbar - OMLINE

oo

=]
Te)

You can also minimise the status windawthe system tray while you areonnected.
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{2 SPC Pro V3,6.2 - [Installation Deta

SIEMENS

Config Mode Toolbar - ONLINE
e B0k
I

8 summary | () Zones | [F) Areas | 8y systemaierts | L x-Bus | =] Keypass | [@ ooor Controlers. | [ Doors | [T cameras|
Status
SPC6300 [Online Panel Status Information]
[ N.B. The in e online stat of only available
=N
System Log Summary System Ethernet
. System Time : 09/09/2015 09:24:34 MAC Address : D0:0F:B6:04:06:69
Installation Hame : Cabinet Tamper :  Inhibit IPAddress:  10.10.10.193
a Installation TD : i Aux. Tamper 1 oK Netmask 255.255.255.0
Panel A 1P Address : 10,1010, 193 [DHCP] Aux, Tamper 2; - OK Gatenay:  0.0.0.0
anel Access Log Bell Tamper:  CK. Receive: by
Installer Name : Viireless Module :  858MHz V10 Transmit: 12,126,604 bytes
= Installer Phone:: Antenna Tamper : 0K
3 Power Modem1 Modem 1Log
Setup Users
P Areas: 0 Mains:  OK Modem Status :  Ready
Users: 2 Battery:  OK TypeFitted :  InteliModem PSTN
. Battery Voltage s 13,6V Line Status :  CK
Ze H o
ones AuxVoltage: 13,6V Incoming Calls: 0
Expanders : o Aux.Curent:  70mA Incoming Call duration : 0 Seconds
Keypads 1 AuxFuse: OK Outgoing Calls: 0
Door Contrallers: 0 Ext.Bel Fuse:  OK Outgoing Call duration : 0 Seconds
Int. Bell Fuse oK Failed Dial Attempts 0
Firmware Version : 345
Panel 5/N: 18641907 X-BUS Modem2 Vo
Cable Status. OK Modem Status Mox
EpandersCnline: 1 Offine: 0 TypeFitted:  —
= < - lne Status:
[ 2] Restore al Alets : ] Cabinet Tamper : ~ OK Incoming Calls :
Antenna Tamper :  OK Incoming Call duration :
[ & Refresh: ] RFInterference : 0K Qutgoing Calls :
Fuse: OK Outgoing Call duration : ~ —
[ 8 Full Engineer ] Mains: 0K Faied Dial Attempts :
Battery:  OK. PSU: K
Panel Settings

tvanced
INSTALLATION : 1[100035] ‘Language : Engish ‘

When the process is complete, disconnect from the panel in the usual way. The Remote Service App will close t
connection automatically.

4.2 |RIS TouclkthernetETHZonnection for SPC Pro and Web Server

When usiig the Ethernet ETH2 connection you will need to setup a WindowdJpiglonnection for this application
to use.

TheWindows DialUp Connectioruses the Phone and Modem Option within the Windows @peg System.
Frst youwill need to add a Standard 960ps Modem for the Remote Service App Com port as shown below:

Windows Phone and Modem Option (WindoWwexample shown):
Go to the Window Control Panel and Phone and Modem Optonsif this is the first time you will need to enter a
location in the Dialling RudeFor the Location just add your Country / region and enter the area code.

EESTITEN
Dialing Rules | Modems | Advanced

/" The following modems are installed:
Modem Attached To
= Standard 9600 bps Modem COMS

Next select theModems tabandthen dAdd and followthe Add Hardware
Wizard as showbelow

[ @.‘\gd - ] [ @Eemove ] [ Propetties
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-
Add Hardware Wizard i

‘ )

Install New Modem
Do you want Windows to detect your modem?

Windows will now try to detect your modem. Before
continuing, you should:

1. fFthe modem is attached to your
computter, make sure it is tumed on.

2. Quit any programs that may be using
the modem.

Click Next when you are ready to continue.

[¥ Dont detect my modem; | will select it from a list !

[ eBack ][ Net> | [ Cancel

-
Add Hardware Wizard e

Install New Modem

= Select the manufacturer and model of your modem. if your modem is not listed, or if you have
“ an installation disk, click Have Disk.

Manufacturer Medels

[55)Standard 1200 bps Modem
[ standard 2400 bps Modem
[l Standard 9600 bps Modem
[55)Standard 14400 bps Modem

[ PP Cr Y R Y S

(Standard Modem Types)
Multi-Tech Systems

W

[ This driver is digitally signed.

Tell me why driver signing is important

‘ )

[ <Back ][ Net> | [ Cancel |

[~
Add Hardware Wizard —

Install New Modem
Select the portis) you wart to install the modem on

You have selected the following modem
ISlandand 9600 bps Modem

On which ports do you want to install it?

8 ports
& Selected ports

Ccom
COM2

COM5
comio

‘ |

[ <Bsck ][ MNea> | [ Cancel

-
Add Hardware Wizard -

Install New Modem
Modem installation is finished!

Your modem has been set up successfully

If you want to change these settings, double-click the
Phene and Modem Options icon in Corttral Panel, click the
Modems tab, select this modem, and then click Properies

- )

< Back Cancel

z

Select8 2 y Qi R

Si
yR OfA01 Wb

w W
m: O«
[N
-<
(0]
-<
N
Py
(0]
K
—
—

o
Q0

Now select Standarl60n o0 LJa a2 RSY | yR Of

Select the Com pothat the IRIS Remote Sére App Client
is installed on

Click finish and you should now see the Modem added to
the list
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Create a dialp connection on the remote PC using the IRIS Secure Apps account number as the phone number an
using the following setting. THastruction to do this on Windows 7 operating system are listed below:

1. Open the New Connection Wizard by browsingtmtrol Panel > Network and Internet > Network and
Sharing Center > Set up a new connection or network

2. SelectConnect to a workplacand clickNext

3. Now seleciNo, create a new connectioand clickNext.

4, SelectDial directly.

5. Now enter in theTelephone numbers the account numbesetup for this sitén the IRIS Secure AppSnter
a relevantDestination nameandi A O1 (G KS 2y SOy ¢238yQedzda aSa AG d:
then clickNext

6. Leave thdJser namgPasswordand Domainblank and cliciCreate

7. Now select theChange adapter setting® the left.

8. Right click on the Dialp connection you have created Example
Sienens RSA Connectiand selecProperties

9. Go to theNetworkingtab and selecinternet Protocol Version 4 (TCP

/IPv4) and selecProperties

10. Select theAdvancedbutton and in thelP Settingsab untick the Use
default gateway on remote networkthen clickOK3 times to finish the
setup.

11. You are now ready to use this digh connection with the RSA client to
make and Upload /download connection.
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